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LICENSING AGREEMENT

The undersigned:

1. HARVEST TECH LABS B.V., a limited liability company, with registered ofﬁce in Groningen (9727 KB) and with ofﬁces there at the address Leonard Springerlaan 29 (hereinafter: 'the Licensor'); and

________________________, a limited liability company incorporated in ________________________ with 	registered ofﬁce at ________________________, ________________________, ________________________ (hereinafter: 'the Licensee');

WHEREAS:

(A) The Licensor develops software intended for extending the functionalities of the various clouds that are part of the Salesforce Marketing Cloud.

(B) The Licensor has developed an add-in for Salesforce Marketing Cloud known as
Activation Studio (hereinafter 'the Software').

(C) The Licensor is prepared to make the Software available to the Licensee, and the Licensee wishes to use the Software under the conditions and stipulations below.

(D) The Licensor only provides a license to the Licensee, and the Parties explicitly have no intention to transfer any intellectual property right.

(E) The Software shall be continually developed so as to respond to new developments within the relevant markets, and to add value to the Software. The Licensee also acquires a right of use for these new developments within the framework of this Agreement.

(F) The Licensor and the Licensee wish to regulate their legal relationship with each other as follows.

[bookmark: _heading=h.30j0zll]THE FOLLOWING IS AGREED:

1. LICENCE
[bookmark: _heading=h.1fob9te]Subject to the provisions for termination included herein, this agreement (hereinafter: 'the Agreement') commences on start date ________________________ (Effective Date) and will continue for a period of twelve (12) months. The initial term will automatically renew for successive one (1) year terms unless either Party notiﬁes the other in writing, not less than thirty (30) days prior to the expiration of the current term, of its intention not to renew. Both the initial term and any renewal term are subject to earlier termination as otherwise provided for by this Agreement. Either Party may choose not to renew this Agreement without cause for any reason.

1.1. Subject to the conditions of this Agreement, the Licensor grants to the Licensee the non-exclusive, non-transferable and non-sublicensable right of use for the duration of this Agreement, to use the Software (in object-code form) for the purpose of its own business activities.

1.2. The Licensee's right of use does not include the right to use the Software's source code, to introduce alterations to the Software (or its source code), and/or to reverse engineer or decompile the Software.

1.3. This license does not affect the right of the Licensor, or its suppliers, to reuse parts of the Software (or its source code) or use these for other purposes. Ideas, concepts, models, and documentation forming the basis of the Software may also be reused by the Licensor or its suppliers.

1.4. The provisions in this Agreement likewise apply to all improvements, alterations and/or supplementations introduced to the Software.

2. RIGHT OF USE

2.1. The Licensee may only use the Software for the purposes for which the Software is intended.

2.2. The right of use includes the Licensee's right to use the Software including the limitations as stated below in combination with the package ________________________ according to the limitations in APPENDIX: RATES & PACKAGES.

2.3. Any infringement on the number of limitations stated in Article 2.2. shall entail the Licensee being automatically upgraded to a subscription product with a higher number of segments, automated segments, stored interactions or scoring rules.

2.4. The Licensor, or its suppliers, are to release new versions of the Software. The provisions of this Agreement equally apply to these new versions. The Licensee shall be advised of such suppliers.

2.5. The Licensee's right of use also includes the documentation made available by the Licensor to the Licensee, including adjustments to this and new versions thereof.

2.6. The Licensee is permitted:
i) to upload the Software onto systems and to display this insofar as that is technically required, and is in accordance with the permitted purposes of use;
ii) to create a reserve copy of the Software if and insofar as that is in accordance with the permitted purposes of use; The reserve copy must state all copyright indications;
iii) to examine, study and test the Software, in order to ascertain the ideas and principles forming the Software's basis, provided that these activities occur during the activities stated under i).

3. RESTRICTIONS OF USE

3.1. The Licensee undertakes to act in good faith, and not to disadvantage the Licensor unreasonably. In particular, without prejudice to the above, the Licensee undertakes:


i) only to use the Software in and for its own business or organization, and only for the intended usage;

ii) not to lease out, transfer or grant limited rights to the data carriers on which the Software has been established (as well as the Software itself), to make these available to any known third parties in any way or for any purpose whatsoever;

iii) to grant known third parties access – whether remotely or otherwise – to the Software, or to host or to store this with a third party, even if the hosting is used exclusively for the Licensee;

iv) not to dispute the ownership (intellectual or otherwise) of the Software;

v) not to construct identical or similar Software (or to have this performed);

vi) not to adjust or to remove any markings or indications relating to the Software's origins;

vii) to perform or refrain from any action(s) that:

a. infringe on or affect (negatively or otherwise) the Software's value;

b. infringe on or affect (negatively or otherwise) the scope of the Licensor's intellectual property rights;

c. in any way might diminish the Licensor's rights relating to the Software;

viii) not to use the Software, and not to provide any licenses/sublicences, once this Agreement has expired or ended;

4. FEE

4.1. The Licensee shall pay ________________________ per ________________________ to the Licensor as payment for the license according to the rates in APPENDIX: RATES & PACKAGES.

5. TERMINATION

5.1. Either of the parties is entitled to cancel this Agreement in writing, in accordance with a notice period of three months prior to the term ending. Once expired, this Agreement is tacitly extended by a term of the same duration, unless this Agreement has been canceled in time prior to the term ending.


5.2. The Licensor or Licensee is authorized to dissolve this Agreement with immediate effect by registered letter, in the event of:

I) an application by or granting of suspension of payment to the Licensee;

II) declaration of bankruptcy by or of the Licensee or Licensor

III) the Licensee's or Licensor’s liquidation or non-temporary cessation of the Licensee’s or Licensor’s business activities;

5.3. The Licensor is furthermore authorized to dissolve this Agreement with immediate effect by registered letter, if:

I) the Licensor believes that the Licensee is acting, or neglecting to act, to the detriment of the name or reputation of the Licensor or the Software;

II) violation of one of the provisions in Articles 1, 2 and 3;

III) the Licensee fails to observe one of its obligation based on this Agreement, and this violation is not resolved within 30 days following notiﬁcation;

IV) a payment arrears of more than 90  days arises concerning payment based on this Agreement.

5.4. On termination of this Agreement, for any reason whatsoever, the Licensee shall no longer be entitled to use the Software. In that case, the Licensee (and the companies with which it is associated in a group) shall immediately cease using the Software on a permanent basis.

5.5. Termination of this Agreement shall not affect any right of action on the part of the Licensor.

6. INSURANCE

6.1. Licensor shall provide a copy of Licensor’s insurance in English.

7. INFRINGEMENT

7.1. On discovering any use, or intended use, of the Software by any known third party, with this use potentially entailing an infringement of the Licensor's rights (or one of its suppliers'), the Licensee must notify the Licensor of this as swiftly as possible.

7.2. Should it transpire that a known third party claims that applying, developing or using the Software infringes on an intellectual property right assigned to that third party or to a license granted to it, as soon as one of the Parties becomes aware of this, they are obliged to notify the other party of this as swiftly as possible.

8. INSPECTION

8.1. The Licensor is entitled to verify, itself or to have this performed by a third party it authorizes, subject to the Licensee’s prior approval and at reasonable times approved in advance by the Licensee, whether or not there are unauthorized copies of the Software, and whether the Licensee is applying the Software for its normal business and/or professional activities. The Licensee shall provide its cooperation to the inspection.

8.2. The Licensor bears the costs of the inspection.

8.3. If the Licensor engages a third party for the inspection, this third party shall sign a conﬁdentiality declaration for and on the Licensee's request.

9. [bookmark: _heading=h.2et92p0]CONFIDENTIALITY

9.1. The Parties mutually undertake not to use or duplicate any conﬁdential knowledge, information or data, or to disclose this to a third party, concerning each other's business and concerning the content of this Agreement, or any agreement resulting from or relating to this as provided in Appendix 1

10. INTELLECTUAL PROPERTY

10.1. Copyrights and any other intellectual property rights relating to the Software including future versions, updates, preparatory documents, documentations, corrections and/or other changes remain with the Licensor, or its suppliers.

10.2. Third-party standard software or modules are used for developing the Software (open source or otherwise). Copyrights and any other intellectual property rights to that software correspond to the third-party suppliers concerned.

10.3. No adjustment, alteration or improvement may be made by the Licensee to the Software itself, without prior approval from the Licensor.

10.4. The Licensee is prohibited from removing or altering any marker, letter, trademark, number or other indication introduced by the Licensor onto or in the Software or data carrier.

11. LIABILITY

11.1. The Licensor is in no instance liable for any damage such as, although not limited to, that resulting from faults or defects in the Software that are not caused by Licensor or by third parties engaged by the Licensor within the scope of executing the Agreement.


11.2. The Licensee is responsible for complying with legislation and regulations concerning privacy and concerning cookies (or comparable technologies) in the United States. In particular, the Licensor is not liable for any damage (of any type whatsoever) resulting from the Licensee’s non-compliance with United States legislation and regulations concerning privacy and cookies (or comparable technologies).

11.3. If the Licensor can nevertheless be held liable, the liability for each event or series of events with a common cause shall at all times be limited to the amount paid out by its liability insurance for the case in question.

11.4. In no instance shall the liability exceed the licensing fee of the year concerned with the exception of use of Confidential Information

11.5. In the event of liability, the Licensor shall only be liable for direct damage. Direct damage is understood to mean the reasonable costs incurred to ascertain the cause and extent of the damage, insofar as this ascertainment relates to damage as referred to in this section, and any reasonable costs incurred to ensure the Licensor's inadequate performance fulfills the agreement, insofar as these can be attributed to the Licensor, and reasonable costs incurred to prevent or limit the damage, insofar as the Licensee can demonstrate that these costs have led to the direct damage being limited.

11.6. The Licensor shall in no instance be liable for indirect damage including, although not limited to, loss of proﬁt, lost savings, interruption of business. 
11.7. All liability limitations or exclusions in the Agreement and these terms and conditions shall not apply if the damage is the result of intent or deliberate recklessness on the part of the Licensor, or its managing subordinate(s).


12. [bookmark: _heading=h.3dy6vkm]FORCE MAJEURE

12.1. Neither of the Parties is obliged to comply with any obligation, including any warranty obligation applicable between the Parties, if it is prevented from doing due to force majeure. Force Majeure on the part of the Licensor is understood to mean force majeure of the Licensor's suppliers.

12.2. [bookmark: _heading=h.1t3h5sf]If the force-majeure situation persists for more than three months, the Parties are entitled to terminate the Agreement in writing. That which has already been performed based on this Agreement is then settled proportionately.


13. OTHER PROVISIONS

13.1. The Licensee is not permitted to amend, transfer, cede or to delegate this Licensing Agreement and/or rights and obligations hereunder, without prior written consent from the Licensor.


13.2. Either Party shall, at the other's request, perform all actions and sign all documents that are reasonably necessary to implement this Agreement in full.

13.3. All costs that a Party has incurred or must incur in order to prepare, conclude or execute this Licensing Agreement are at its own expense, unless this Licensing Agreement stipulates otherwise.

13.4. If this Licensing Agreement is or becomes partially invalid or non-binding, the Parties remain bound by the section remaining. The Parties shall replace the invalid or non-binding section with conditions that are indeed valid and binding and the legal consequences of which, in view of the content and intent of this Licensing Agreement, correspond as much as possible with those of the invalid or non-binding section.

13.5. The Licensee is obliged to accept software updates or upgrades.

13.6. This Licensing Agreement can only be amended or supplemented in writing.

13.7. The applicability of purchase or other general conditions of the Licensee is explicitly rejected.




14. APPLICABLE LAW AND JURISDICTION

1. This Agreement is subject exclusively to the Laws of England.

2. [bookmark: _heading=h.4d34og8]Any disputes arising from or relating to this Agreement and any non-contractual obligation resulting from or relating to this shall, in the ﬁrst instance, be exclusively settled by the appropriate English court located in London, England, UK

3. This Article also applies to disputes arising in relation to agreements between the Parties that relate to this Licensing Agreement, unless explicitly stipulated otherwise in the agreement concerned.

Thus drawn up in duplicate and agreed on ___________________ in ___________________








Harvest Tech Labs B.V.
the Licensor
___________________
the Licensee

By: Sander Hof		By: ___________________


Date: ___________________		Date: ___________________

Location: Groningen, NL		Location: ___________________

· 

APPENDIX: RATES & PACKAGES


	
	FULL (unlimited)

	# segments
	unlimited

	# automated segments
	unlimited

	# stored interactions
	100k interactions per month per BU*

	# scoring rules
	unlimited

	# BU’s
	1

	Fee per month / per BU
	850 EUR

	Fee per month total
	850 EUR

	Fee annually (10% discount)
	9.180 EUR

	
	

	
	

	Optional
	

	Care Package
	

	*Additional interactions per month
	50 EURO per 10k interactions per month


	
	






APPENDIX 1: PROCESSING AGREEMENT


Parties:

1. HARVEST TECH LABS B.V., a private company with limited liability, with its registered ofﬁces at (9727 KB) Groningen, the Netherlands, and its principal place of business at Leonard Springerlaan 29, the Netherlands (hereinafter: 'Processor'), and

2. ________________________, a private company with limited liability, with its registered ofﬁce at and its place of business at, ________________________  (hereinafter: 'Controller');

Hereinafter jointly referred to as 'Parties', and separately as 'Party'.

Given that:
− The Controller and the Processor have entered into an agreement for the provision of services relating to software, which may result in the Processor processing Personal Data at the behest of the Controller;
− The Controller will provide Personal Data to the Processor in the context of this agreement or, at any rate, the Processor will obtain this Personal Data under the authority of the Controller;
−  The Controller and the Processor both attach great importance to the protection of privacy
− In this Processing Agreement, the Controller and the Processor wish to lay down the mutual rights, obligations and agreements regarding the Processing of Personal Data in the context of these services;
−  The following Appendices form an integral part of this Processing Agreement:
· Appendix 2: Personal data; purpose, manner and means of processing; retention periods
· Appendix 3: Protective measures
−  If any provision of an Appendix is incompatible or inconsistent with a provision in the Processing Agreement, the provision in the Appendix shall prevail.

Article 1:	Deﬁnitions
1.1 In this Processing Agreement, the following terms, in accordance with the General Data Protection Regulation, always indicated with a capital letter, both in singular and plural, shall have the following meanings:
a) Data Subject: a natural person to whom personal data relates, or their representative.
b) Processor: the person who processes data on behalf of the Controller, without being subject to its direct authority. In this Processing Agreement, this is the Processor.
c) Appendix: part of the Processing Agreement in which further explanation and more information is given about a speciﬁc part or section of the services.
d) [bookmark: _heading=h.2s8eyo1]Data leak/personal data breach: a breach of security leading to the accidental or unlawful destruction, loss, alteration or unauthorized disclosure of, or access to, transmitted, stored or otherwise processed data;
e) Third Party: A party other than the Parties involved in this Agreement, or their employees.
f) Data: Any other data or information that does not fall under the category of Personal Data;
g) Employee: any person who works at or for the Processor in an employment relationship or in any other way.
h) Personal data: any data relating to an identiﬁed or identiﬁable natural person.
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i) Controller; the natural person, legal entity or any other person who, or the administrative body that, alone or jointly with others, determines the purposes and means of the Processing of Personal Data. In this Processing Agreement, this is the Controller.
j) Processing: any action or sets of actions with regard to Personal Data, including (in any case) the collection, recording, organization, storage, adaptation, alteration, retrieval, consultation, use, provision by means of transmission, dissemination or any other form of making available, alignment, combination, blocking, erasure or destruction of Personal Data.

Article 2:	Duration and termination
2.1 This Processing Agreement shall come into effect after both Parties have approved the licensing agreement to which this Processing Agreement is an appendix.
2.2 [bookmark: _heading=h.17dp8vu]This Processing Agreement shall remain valid for as long as the Processor processes Personal Data on behalf of the Controller, and it cannot be terminated prematurely. Either Party shall be entitled to terminate this Agreement in the event of force majeure. This includes changes in legal data such that the continuation of this Agreement cannot be expected.
2.3 The Processor shall make all Personal Data available to the Controller at the Controller's ﬁrst request, but no later than within ﬁfteen working days after the end of this Processing Agreement.
2.4 As soon as this Processing Agreement has ended, the Controller shall remove and/or destroy all Personal Data present on its premises and any copies thereof, once all Personal Data have been made available to the Controller.
2.5 The Processor may deviate from the provisions in both previous paragraphs, insofar as a statutory retention period applies to Personal Data, or insofar as this is necessary to prove compliance with its obligations towards the Controller.

Article 3:	Subject matter
3.1 Within the framework of the agreement with the Controller, the Processor shall process Personal Data on behalf of the Controller. In connection therewith, the Controller shall provide this Personal Data to the Processor.
3.2 The Controller has established the purposes of the Processing of Personal Data and informed the Processor of these processing purposes.
3.3 The Processor shall not process the Personal Data for any purpose other than for these processing purposes, as established by the Controller.
3.4 The Personal Data to be processed by the Processor on the instructions of the Data Subject, obtained in any way, shall remain the property of the Controller and/or the relevant Data Subject.
3.5 The Controller guarantees the Processor that the content, use and/or processing of the Personal Data is not unlawful and does not infringe any rights of a Third Party, that this Personal Data is collected and shared lawfully and indemniﬁes the Processor against any legal claim from a Third Party, of whatever nature, in connection with the processing of this Personal Data, unless the Controller proves that the facts underlying the claim are attributable to the Processor.

Article 4:	Implementation of processing
4.1 The Processor is only responsible for the Processing of Personal Data through the services it offers under the conditions set out in the Processing Agreement. The Processor is explicitly not responsible for the other processing of Personal Data, including the collection of the Personal Data by the Controller and/or Third Parties. Unless the Processor has received prior written consent from the Controller and legal requirements are met, the Processor shall not process Personal Data in countries outside the European Economic Area ('EEA')or United States of America (USA). The transfer of Personal Data to countries outside the EEA that do not have an adequate level of protection is prohibited. The Processor shall immediately inform Area ('EEA'). The transfer of Personal Data to countries outside the EEA that do not have an adequate level of protection is prohibited. The Processor shall immediately inform the Controller ofany planned transfers, either temporary or permanent, of Personal Data to a country outside the EEA in writing, and shall only implement the transfer(s) with written consent from the Controller.
4.2 The Processor shall store and process the Personal Data relating to the Controller separately from the Personal Data it processes for itself or on behalf of Third Parties.
4.3 The Processor shall process the Personal Data in a proper and careful manner in accordance with the obligations incumbent on it as Processor under the privacy legislation, such as the Personal Data Protection Act and General Data Protection Regulation, which will replace the Personal Data Protection Act from the moment it becomes applicable.
4.4 The Controller shall provide the data necessary for the performance of the tasks to the Processor. The Controller shall only provide the (Personal) Data that are necessary for the performance of the tasks of the Processor and that may be provided by the Controller for that purpose.

Article 5:	Personal Data Protection
5.1 The Parties agree that the Processor shall take appropriate technical and organizational protective measures, which are in line with the nature of the Personal Data to be processed in view of the current state of technology and the costs involved, to protect the Personal Data against loss, unauthorized access, mutilation or unlawful processing, as well as to guarantee the (timely) availability of the Personal Data. In any case, these measures include:
a) measures to ensure that only authorized personnel of the Processor have access to Personal Data;
b) measures to protect these Personal Data against accidental or unlawful destruction, loss, alteration, unauthorized or unlawful storage, processing, access or disclosure;
c) measures to identify vulnerabilities in relation to the Processing of Personal Data in the software systems used to provide services to the Controller;
5.2 The Parties recognize that protective measures are constantly changing and that effective security, frequent evaluations and regular improvements of outdated security measures are required. The Processor will therefore continually evaluate the security measures to protect the Personal Data and tighten, add to or improve them in order to continue to comply with its obligations.
5.3 The Processor does not guarantee that the protection is effective under all circumstances.

Article 6:	Control and monitoring
6.1 The Controller is entitled to carry out a (penetration) test once a year to check the agreements in this Processing Agreement. The Controller may do so itself or have it done by an independent chartered accountant, chartered computer scientist or other certiﬁed auditor or Third Party.
6.2 The Processor shall retain the supporting data, such as system logs necessary for the (penetration) test of this article.
6.3 The persons carrying out the test shall conform to the protective procedures in force with the Processor.
6.4 The Processor is obliged to cooperate and to provide all information reasonably relevant for the test in a timely manner.
6.5 The costs of a test shall be borne by the Controller, unless agreed otherwise in writing.
6.6 The Controller shall not start a test any earlier than fourteen (14) days after following giving prior written notice. If the date and time of the audit is not convenient for the Processor, the Processor shall inform the Controller of this and propose a substitute date.

[bookmark: _heading=h.3rdcrjn]Article 7:	Duty to report personal data breaches & monitoring
7.1 n the event of a breach of data relating to Personal Data within the sphere of inﬂuence of the Processor, the Processor shall, upon noticing it, inform the Controller of it within 48 hours., enter into consultation regarding the nature of the breach,
the risk that has been or could have been run and the measures that have been or will be taken to resolve the breach or to limit the consequences/damage as much as possible.
7.2 In any case, 'breach' is used to mean:
a) Any investigation into or seizure of the Personal Data by government ofﬁcials or Third Parties, or a suspicion that this is going to take place;
b) Any unauthorized access, processing, deletion, mutilation, loss or any form of unlawful processing of the Personal Data;
c) A security breach/data leak as referred to in the Data Breach Notiﬁcation Act, until such a time as this act expires;
d) A Personal Data Breach, as referred to in the General Data Protection Regulation, from the moment this regulation applies.
7.3 The obligation to report includes, in any case, the reporting of the fact that a breach has taken place, as well as the (alleged) cause of the breach, the as yet known and/or expected consequences and the (proposed) solution.
7.4 [bookmark: _heading=h.26in1rg]The Controller will, if necessary in its opinion, inform the Data Subject and/or other Third Parties, including the Personal Data Authority about a breach or other incidents. The Processor is not permitted to provide information about a breach or other incidents directly to the Data Subject or other Third Parties, except to the extent that the Processor is required to do so by law or has received permission to do so from the Controller.

[bookmark: _heading=h.lnxbz9]Article 8:	Conﬁdentiality
8.1 All Personal Data that the Processor receives from the Controller and/or collects itself in the context of this Processing Agreement are subject to a conﬁdentiality obligation towards Third Parties. 
8.2 The Processor shall ensure that its staff is bound by the conﬁdentiality obligation set out in this article.
8.3 The conﬁdentiality obligation does not apply insofar as the Controller has given its express permission to provide the data to known Third Parties, if providing the data to known Third Parties is logically necessary in view of the nature of the assignment given the performance of this Processing Agreement, or if there is a legal obligation to provide the data to a known Third Party.

Article 9:	Rights of Data Subjects
9.1 To the extent possible and appropriate, the Processor shall fully cooperate with the Controller in order to provide, upon the approval of and on the instructions of the Controller, the services of the Processor:
a) To provide Data Subjects with access to their Personal Data in a structured, commonly used and machine-readable form;
b) To temporarily limit the processing of Personal Data to their storage, or to the processing to which the Data Subject consents, until such time as the Controller determines that the restriction on processing should be lifted.
c) Delete or correct the Personal Data of Data Subjects;
d) Demonstrate that Personal Data has been deleted or corrected if it is incorrect (or, in the event that the Controller does not agree that the Personal Data is incorrect, record the fact that the Data Subject considers their Personal Data to be incorrect).
9.2 Furthermore, the Processor shall, at the ﬁrst request of the Controller, proceed as soon as possible, but no later than ﬁve working days after a request has been made to:
a) Provide in writing all the necessary information that the Controller may require;
b) Correct, supplement, delete or shield Personal Data.
c) Delete or correct the Personal Data of Data Subjects;
d) Demonstrate that Personal Data has been deleted or corrected if it is incorrect (or, in the event that the Controller does not agree that the Personal Data is incorrect, record the fact that the Data Subject considers their Personal Data to be incorrect).
the General Data Protection Regulation, which will replace the Personal Data Protection Act from the moment it becomes applicable.

Article 10:   Engaging third parties and sharing personal data with third parties
10.1 The Processor is not entitled to engage a Third Party to process the Personal Data without the prior consent from the Controller.
10.2 If the Controller gives consent, the Processor shall ensure that the concerned Third Party assumes at least the same obligations as those included for the Processor in this Processing Agreement.
10.3 If the Third Party that the Processor wishes to engage is located outside the EEA, the Processor shall ensure, without prejudice to the previous paragraph, that this Third Party ensures an adequate level of protection and security of Personal Data, and shall submit evidence thereof to the Controller.
10.4 Consent from the Controller, as referred to in Article 10.1, shall not be refused without reasonable cause. The Controller may attach further conditions to this consent, which must be imposed on the Third Parties by the Processor.
10.5 The Processor shall not engage any other third parties and shall not share Personal Data other than those speciﬁed in Appendix 1.
10.6 The Processor shall be responsible to the Controller for the Third Party/Parties it engages.
10.7 [bookmark: _heading=h.35nkun2]In the event that the Controller requests the Processor create a speciﬁc link in a third party system, and the Processor engages a third party for this purpose, the provisions of this agreement shall not apply, and the Controller shall be fully liable for any direct or indirect damage that may arise as a result.

[bookmark: _heading=h.1ksv4uv]Article 11:   Liability, indemniﬁcation and damage
11.1 The Processor shall never be liable for damage resulting from defects or shortcomings of provided services or performed work, except in the case of intent or gross negligence of the Processor or its managerial employees or breach of its Confidentiality obligations. Moreover, with the exception of Confidentiality, the Processor is not liable for errors made by staff or other auxiliary personnel or Third Parties engaged by the Processor in the context of implementing the Processing Agreement. 
11.2 If Processor liability is nevertheless established, the Processor is only liable for direct damage. 'Direct damage' is used to mean the reasonable costs of determining the cause and extent of the damage, insofar as the determination relates to damage referred to in this paragraph, and any reasonable costs incurred to make the Processor's faulty performance conform to the Processing Agreement, insofar as it can be attributed to the Processor, and reasonable costs incurred to prevent or limit the damage, insofar as the Controller demonstrates that these costs have resulted in the limitation of direct damage .
11.3 [bookmark: _heading=h.44sinio]The Processor shall never be liable for indirect damage including, but not limited to, loss of profit. lost savings, interruptions to business and damage to Third Parties, not caused by Processor, except in the case of a breach of this Agreement by the Processor.
11.4 If the Processor can be held liable, the liability per event or series of events with a common cause is, in any case, limited to the amount that its liability insurance pays out for the case in question. Under no circumstances shall the liability exceed the invoice amount of the month in which the damage occurs.Processor shall provide a Certificate of Insurance prior to the commencement of work.
11.5 [bookmark: _heading=h.2jxsxqh]The Processor shall indemnify the Controller against any damage arising from legal actions by Third Parties in connection with the unlawful processing of Personal Data or the performance of the Processing Agreement, unless the Processor reasonably demonstrates that it has taken appropriate technical and organizational security measures that, given the current state of technology and the associated costs, are in line with the nature of the Personal Data to be processed, or the processing was not reasonably within the Processor's sphere of control.
11.6 [bookmark: _heading=h.66wpb4hkw3zi]Both Parties  are liable for their respective damage or disadvantage arising from non-compliance with the relevant laws and regulations of the Protection of Personal Data, expressly including the General Data Protection Regulation.
[bookmark: _heading=h.stieyubg3t3f]
[bookmark: _heading=h.nxx98ru8dd1p]Article 12:	Final provisions
12.1 Amendments to this Processing Agreement are only valid if they have been agreed in writing between the Parties.
12.2 This Processing Agreement shall prevail over all other agreements and conditions between the Controller and the Processor relating to the processing of Personal Data.
12.3 [bookmark: _heading=h.z337ya]This Processing Agreement is governed solely by English law.
12.4 [bookmark: _heading=h.3j2qqm3]Disputes concerning or relating to this Processing Agreement shall be brought exclusively before the court having jurisdiction in the Processor's place of business

Thus  agreed on the last date signed below in ________________________






[bookmark: _heading=h.crvyidbi5mfd]
[bookmark: _heading=h.dvnj4kol49ot]HARVEST TECH LABS B.V.	________________________
By: Sander Hof	By: ________________________
Date: ________________________	Date: ________________________
Location: Groningen, NL	Location: ________________________
Appendix 2: Personal data; data subjects; purpose, manner and means of processing; retention periods

Processed Personal Data

The Personal Data that the Processor processes in the context of this agreement are, in any case:

− Activation Studio:

i. User name

ii. IP addresses

iii. Visitor statistics

1. IP addresses

2. Contact IDs

Categories of Data Subjects

The categories of Data Subjects are:

− Activation Studio:

i. Employees

ii. Clients

iii. Website visitors
The purposes, manner and means of processing

Activation Studio:

The Personal Data of the Controller is processed by the Processor exclusively for the purpose of being able to link website interactions with contacts within the Controller's environment.
During the transmission of the messages, the Processor will process the hashed data.

For the proper performance of the services, the Processor engages Third Parties, and the Processor shares Personal Data , collected on behalf of the Controller, with:
· Hosting platform, namely AWS: hosting region can be deﬁned by Controller https://aws.amazon.com/about-aws/global-infrastructure/
· Database, namely PostgreSQL


[bookmark: _heading=h.ww5wbvgo8iq1]Retention periods

The Personal Data stored within the Processor's own environment shall be kept for no longer than is reasonably necessary in view of the purposes for which the data was collected.
The following retention periods apply to processed Personal Data:

· User name: Session
· Website visitor data: 7 days
· Contact details: 5 seconds
Appendix 3: Protective measures

Preventative measures
The Processor only stores data that is strictly necessary for use. The Processor uses the data within the hosting of the admission on the basis of speciﬁc security groups. For example, the linked databases are only accessible from the application. Each Controller also has its own application with a database to keep data completely separate.
The Controller uses SSL.
The Controller uses Json Web Token (JWT) encryption for data transmission. The Controller uses Single Sign On (SSO) for all web application access points. The Controller uses isolated networks for the databases.
The Controller encrypts the database information during the idle phase.

Detection measures:
The Processor uses AWS Cloudwatch to monitor any incidents, and the Processor also uses Google Firebase to monitor any incidents.
The Processor logs in via AWS Cloudwatch to view users and data exports.

Suppressive measures:
The Processor has separate data from the Controller to limit the negative consequences of a data leak. The Processor also uses API request restrictions via AWS.
[bookmark: _heading=h.1y810tw]Recovery measures:
Immediately after a data breach, the Processor shall remove and recreate the authentication so that any leaked authentication data can no longer be used.
Corrective measures:
If the Processor discovers any protective deﬁciencies, the Processor shall take action to remedy the deﬁciencies.
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