
GSA 20240529 (SW EULA v20221019) 

SOLARWINDS END USER LICENSE AGREEMENT 

This End User License Agreement (the “Agreement”) is hereby entered into and agreed upon by the 
Ordering Activity under GSA Schedule contracts identified in the Purchase Order, Statement of Work, or 
similar document (“You” or “Company”) and SolarWinds Worldwide, LLC (“SolarWinds”) for the Software 
(as defined below). This Agreement sets forth the obligations of each party. “You” shall mean the Ordering 
Activity defined as the Government Customer (Agency) who, under the GSA MAS Program, is the 
“Ordering Activity,” defined as an “entity authorized to order under GSA Schedule Contracts”, and shall 
not apply to, nor bind (1) the individual(s) who utilize the Software/Service/Site on Contractor’s behalf or 
(2) any individual users who happens to be employed by, or otherwise associated with, Ordering Activity. 
Contractor will look solely to Ordering Activity to enforce any violation or breach of this Agreement by such 
individuals, subject to Federal law. TO THE EXTENT THE TERMS OF THIS LICENSE AGREEMENT 
CONFLICT WITH THE TERMS OF THE GSA MULTIPLE AWARD SCHEDULE CONTRACT, THE TERMS 
OF THE GSA MULTIPLE AWARD SCHEDULE CONTRACT WILL PREVAIL. 

1. DEFINITIONS. 

1.1 Affiliates means an entity now or hereafter controlled by, under common control with, or 
controlling such party, where control is denoted by having fifty percent (50%) or more of the voting power 
(or equivalent) of the applicable entity but only for so long as such control exists. SolarWinds Affiliates 
may provide some of the services or ancillary services (such as invoicing) under this Agreement. 

1.2 Agreement means collectively this End User License Agreement, as well as any applicable 
Product-Specific Terms and the applicable Order Form. 

1.3 Device means whether physical or virtual) a server, system, workstation, computer, mobile 
device, or end point upon which or through which the Software is used and/or on which the Software is 
installed. 

1.4 Documentation means the official user documentation prepared and provided by SolarWinds to 
You on the use of the Software (as may be updated by SolarWinds from time to time). For the avoidance 
of doubt, any online community site; unofficial documentation, videos, white papers, or related media; or 
feedback does not constitute Documentation. 

1.5 Fees means any and all charges payable by You to SolarWinds pursuant to the Order Form. 

1.6 Order Form means the SolarWinds order page, quote, product information dashboard, or other 
SolarWinds ordering document that specifies Your purchase of the Software, pricing, and other related 
information. 

1.7 Perpetual License means a perpetual license for which You pay a fee to obtain the right to use 
the Software and Documentation in accordance with the terms set forth in this Agreement. 

1.8 Personal Data means information related to an identified or identifiable natural person that is 
disclosed or otherwise made available to SolarWinds and processed by SolarWinds in furtherance of 
provision of the support services pursuant to the Agreement. 

1.9 Product-Specific Terms means additional or supplemental terms and conditions described in 
Section 14 that relate to the applicable Software. 

1.10 Software means the object code versions of the product identified in the Order Form, together 
with the updates, new releases or versions, modifications or enhancements, owned and provided by 
SolarWinds to You pursuant to this Agreement. 

1.11 User(s) mean an individual authorized by You to use the Software and Documentation. User(s) 
may include Your employees, consultants, and contractors, and, if applicable, Your customers. 

 
1.12 Your Data or Data means data, files, or information, including data, files, or information that include 
Personal Data, accessed, used, communicated, processed, stored, or submitted by You or Your Users 
related to Your or Your User’s use of the Software. 
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2. LICENSE. 

2.1 Nature of License. Unless as otherwise stated in Section 2.3 and Section 2.4, this Agreement is 
for the license of the Software and Documentation on one of the following bases: 

• Subscription Term License; or 

• Perpetual License 

2.2 Grant of License. Upon payment of the applicable Fees for the Software and subject to Your 
continuous compliance with the terms and conditions of this Agreement and the Documentation, SolarWinds 
hereby grants You a limited, worldwide, perpetual, nonexclusive, nontransferable license to use the object 
code of the Software and Documentation; in each case, solely for your own internal business purposes 
and subject to the terms contained herein: 

 

a) For each Software license key that You purchase from SolarWinds, You may: (i) use the Software on 
any single Device, unless the Documentation clearly indicates otherwise; and (ii) copy the Software for 
back-up and archival purposes, provided any copy must contain all of the original Software's proprietary 
notices and a notice that it will not be used for transfer, distribution or sale. 

b) The Software is in use on a Device when it is loaded into temporary memory or installed in permanent 
memory (hard drive, CD-ROM or other storage device). You agree to use Your reasonable efforts to prevent 
and protect the contents of the Software and Documentation from unauthorized use or disclosure, with at 
least the same degree of care that You use to protect Your own confidential and proprietary information, 
but in no event less than a reasonable degree of care under the circumstances. You agree that You will 
register this Software only with SolarWinds and that You will only install a Software license key obtained 
directly from SolarWinds. 

2.3 Software Evaluation, r Beta, or No-Fee Licenses. If the Software is provided to You for 
evaluation, beta, or release candidate purposes, or for use without payment of a license fee, SolarWinds 
grants to You a nonexclusive, limited, royalty-free, nontransferable license to use the Software only during 
the permitted evaluation period and solely for internal evaluation prior to purchase or implementation, 
where time period and evaluation are applicable (a “No-Fee License”). Any use of the No-Fee License in a 
production environment is at Your risk. The No-Fee License shall terminate on the end date of the pre-
determined evaluation period or immediately upon notice from SolarWinds at its sole discretion. 
Notwithstanding any other provision contained herein, Software provided pursuant to a No-Fee License is 
provided to You “AS IS” without indemnification, support, or warranty of any kind, statutory, express or 
implied. Except to the extent such terms conflict with the specific No-Fee License terms set forth in this 
Section, all other terms of this Agreement shall apply to Software licensed under a No-Fee License. 

2.4 High Availability and/or Disaster Recovery Purpose License. If You are obtaining a redundant 
version of the Software solely for high availability and/or disaster recovery purposes for use on Your disaster 
recovery Device, You represent and warrant that (i) You may actively run the redundant version of the 
Software on a Device, provided it is not running on a primary production Device, unless (a) the primary 
production Device related to the primary production version of the Software fails, (b) the Software or Device 
associated with the primary production license is being upgraded or replaced, or (c) due to other temporary 
reasons that disrupt all or a material part of Your business operations; (ii) You will not utilize the redundant 
version of the Software to monitor any items not being monitored by the primary production Device; and 
(iii) You will promptly get the primary production Device hosting the primary production license operating 
correctly in order to support Your daily activities. 

3. LICENSE RESTRICTIONS; OBLIGATIONS. 

3.1 License Restrictions.  

3.1.1 General. You may not or allow others on Your behalf to: (i) provide, make available to, or permit 
individuals other than Your Users to use the Software or Documentation, except under the terms listed 
above, either in whole or part; (ii) modify, translate, reverse engineer, decompile, disassemble, create 
derivative works, or otherwise attempt to derive the source code of the Software or Documentation except 
to the extent reverse engineering is permitted by applicable law; (iii) copy, reproduce, republish, upload, 
post, or transmit the Software or Documentation (except for back-up or archival purposes, which will not be 
used for transfer, distribution, or sale); (iv) license, sell, rent, lease, , sublicense, assign, distribute, or 



Page 3 of 50 

otherwise transfer rights to the Software or Documentation; (v) remove any proprietary notices or labels 
on the Software or Documentation; (vi) license the Software if You are a direct competitor of SolarWinds or 
for the purposes of monitoring the Software’s availability, performance, or functionality or for any other 
benchmarking or competitive purposes; (vii) use the Software to store or transmit infringing, libelous, 
unlawful, or tortious material or to store or transmit material in violation of third party rights, including privacy 
rights; or (viii) use the Software in a manner that results in excessive use or circumvention of the technical 
limitations or usage limits of the Software. Any such forbidden use shall immediately terminate Your 
license to the Software. The Software is intended only for use with public domain or properly licensed 
third-party materials. All responsibility for obtaining such a license is Yours, and SolarWinds shall not be 
responsible for Your failure to do so. At least ninety (90) days prior to taking any steps to reverse engineer 
any Software, You must contact SolarWinds and discuss the scope of any legally permitted reverse 
engineering. 

3.1.2 SolarWinds Trademarks. You may not delete, remove, hide, move or alter any trademark, logo, 
icon, image or text that represents the company name of SolarWinds, any derivation thereof, or any icon, 
image, or text that is likely to be confused with the same. All representations of the company name or mark 
“SolarWinds” or any of its Affiliates’ names or marks must remain as originally distributed regardless of the 
presence or absence of a trademark, copyright, or other intellectual property symbol or notice. 

3.2 License Obligations. 

3.2.1 You acknowledge, agree, and warrant that: (i) You will be responsible for Your and Your Users’ 
activity and compliance with this Agreement, and if You become aware of any violation, You will immediately 
terminate the offending party’s access to the Software and Documentation and notify SolarWinds; (ii) You 
are legally able to process Your Data and provide Your Data to SolarWinds, including obtaining appropriate 
consents or rights for such processing, as outlined further herein and have the right to access and use Your 
infrastructure, including any system or network, to obtain or provide the Software and will be solely 
responsible for the accuracy, security, quality, integrity, and legality of the same; (iii) You will keep your 
registration information, billing information, passwords and technical data accurate, complete, secure and 
current; and (iv) You shall use the Software and Documentation solely in a manner that complies with all 
applicable laws in the jurisdictions in which You use the Software and Documentation, including, but not 
limited to, applicable local, state, federal, and international laws, including intellectual property and privacy 
and security laws. 

3.2.2 Export Restrictions. The Software and Documentation delivered to You under this Agreement are 
subject to U.S. export control laws and regulations and may also be subject to import and export laws of 
the jurisdiction in which it was obtained, if outside the U.S. You shall abide by all applicable export control 
laws, rules and regulations applicable to the Software and Documentation. You agree that You will not 
export, re-export, or transfer the Software or Documentation, in whole or in part, to any country, person, or 
entity subject to U.S. export restrictions. You specifically agree not to export, re-export, or transfer the 
Software or Documentation (i) to any country to which the U.S. has embargoed or restricted the export of 
goods or services, or to any national of any such country, wherever located, who intends to transmit or 
transport the products back to such country; (ii) to any person or entity who You know or have reason to 
know will utilize the Software or portion thereof in the design, development, production or use of nuclear, 
chemical or biological materials, facilities, or weapons; or (iii) to any person or entity who has been 
prohibited from participating in U.S. export transactions by any federal agency of the U.S. government. 

4. RIGHTS RESERVED. THE SOFTWARE IS LICENSED, NOT SOLD. 

Use herein of the word “purchase” in conjunction with licenses, license keys, or the Software shall not imply 
a transfer of ownership. Unless as conveyed herein, this Agreement does not grant You any rights, title, or 
interest in or to Software, Documentation, trademarks, service marks, or trade secrets, or corresponding 
intellectual property (including without limitation any images, photographs, animations, video, audio, music, 
and text incorporated into the Software, the accompanying printed materials, and any copies of the 
Software) of SolarWinds or its suppliers, and all rights, title, and interest in and to the Software, 
Documentation, and corresponding intellectual property shall remain the property of SolarWinds, its 
suppliers, or are publicly available. All rights not expressly granted under this Agreement are reserved by 
SolarWinds, its suppliers, or third parties. All title, rights, and interest in and to content, which may be 
accessed through the Software, is the property of the respective owner and may be protected by applicable 
laws and treaties, including intellectual property laws. This Agreement gives You no rights to such content, 
including use of the same. SolarWinds agrees that the Your Data (including without limitation, computer 
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software, computer database, computer software documentation, specifications, design drawings, reports, 
blueprints, and the like) shall be and remain Your sole property. 

By submitting any information, data, suggestions, enhancement requests, recommendations or other 
feedback to SolarWinds on SolarWinds products and services (“Feedback”), You agree that: (i) 
SolarWinds may have similar development ideas to the Feedback; (ii) Your Feedback is not confidential 
or proprietary information of You or a third party; and (iii) SolarWinds is hereby granted a royalty-free, fully-
paid, worldwide, exclusive, transferable, sub-licensable, irrevocable and perpetual license to use or 
incorporate into its products and services.  SolarWinds acknowledges that the ability to use this Agreement 
and any Feedback provided as a result of this Agreement in advertising is limited by GSAR 552.203-71. 

5. CONFIDENTIALITY; DATA PROTECTION. 

5.1 Confidential Information means any nonpublic information, in tangible or intangible form 
disclosed under this Agreement, that a party to this Agreement (“Disclosing Party”) designates as being 
confidential by legends or other markings or in a separate writing provided contemporaneous with the 
disclosure to the party that receives such information (“Receiving Party”). Confidential Information includes 
the Software, Documentation and any other intellectual property or proprietary rights thereto, as well as 
Personal Data. Confidential Information may also include confidential or proprietary information disclosed 
to a disclosing party by a third party. 

Confidential Information shall not include any information, excluding Personal Data, however designated, 
that: (i) is (or subsequently becomes through no fault of the Receiving Party) publicly available; (ii) became 
known to Receiving Party prior to Disclosing Party’s disclosure of such information to Receiving Party 
pursuant to the terms of this Agreement; (iii) was lawfully received by the Receiving Party from a third party 
without such restrictions; or (iv) is independently developed by Receiving Party without breach of this 
Agreement or access to, reference to, or use of the Confidential Information. 

5.2 Protection of Data. You agree that SolarWinds will  process  configuration,  performance,  usage, 
and consumption data, which may include hardware identification, operating system, application software, 
peripheral hardware, internet protocol address, about You and Your Users’ use of the Software in 
accordance with its Privacy Notice attached hereto as Exhibit A. To the extent that this information 
constitutes Personal Data, SolarWinds shall be the controller of such Personal Data. Each party shall 
comply with its respective obligations under applicable data protection legislation and will maintain 
appropriate administrative, physical, technical and organizational measures that provide an appropriate 
level of security for Confidential Information and Personal Data. SolarWinds agrees to promptly notify You, 
the General Services Administration (GSA) Contracting Officer, in the event of a data breach.    

5.3 Protection of Confidential Information. Receiving Party may use Confidential Information of 
Disclosing Party to exercise its rights and perform its obligations under this Agreement; in connection with 
the parties’ ongoing business relationship; or as otherwise set forth herein. Receiving Party will not use any 
Confidential Information of Disclosing Party for any purpose not permitted by this Agreement and will 
disclose the Confidential Information of Disclosing Party only to the employees or contractors of Receiving 
Party who have a need to know such Confidential Information for purposes of this Agreement and who are 
under a duty of confidentiality respecting the protection of Confidential Information substantially similar to 
those of this Agreement. Receiving Party will utilize commercially reasonable efforts to protect Confidential 
Information from unauthorized or unlawful processing by maintaining appropriate technical and 
organizational measures that help to provide an appropriate level of security for Confidential Information. 
The parties will each be responsible for any breach of this Agreement by their consultants or agents. 
Confidential Information shall remain at all times the property of the Disclosing Party. No rights to use, 
license or otherwise exploit the Confidential Information are granted to the Receiving Party or its agents, 
by implication or otherwise.  SolarWinds recognizes that Federal agencies are subject to the Freedom of 
Information Act, 5 U.S.C. 552, which may require that certain information be released, despite being 
characterized as “confidential” by the vendor. The obligations set forth in this Section shall survive for three 
(3) years after the Term or termination of this Agreement except with respect to trade secrets disclosed 
hereunder which shall remain subject to this obligation indefinitely. 

6. LIMITED WARRANTY. 

SolarWinds warrants to You that, for a period of thirty (30) days following the initial purchase and delivery 
of the Software to You, the Software will perform substantially in conformance with the Documentation. 
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SolarWinds does not warrant that the Software will meet all of Your requirements or that the use of the 
Software will be uninterrupted or error- free. The foregoing warranty applies only to failures in operation of 
the Software that are reproducible in standalone form and does not apply to: (i) Software that is modified 
or altered by You or any third party that is not authorized by SolarWinds; (ii) Software that is otherwise 
operated in violation of this Agreement or other than in accordance with the Documentation; or (iii) failures 
that are caused by other software or hardware products. To the maximum extent permitted under 
applicable law, as SolarWinds’ and its suppliers’ entire liability, and as Your exclusive remedy for any 
breach of the foregoing warranty, SolarWinds will, at its sole option and expense, promptly repair or 
replace any Software that fails to meet this limited warranty or, if SolarWinds is unable to repair or replace 
the Software, refund to You the applicable license fees paid upon return, if applicable, of the 
nonconforming item to SolarWinds. The warranty is void if failure of the Software has resulted from 
accident, abuse, or misapplication. Any replacement Software under this limited warranty will be warranted 
for thirty (30) days. 

EXCEPT AS EXPRESSLY STATED IN THIS SECTION, TO THE MAXIMUM EXTENT PERMITTED UNDER 
APPLICABLE LAW, SOLARWINDS IS PROVIDING AND LICENSING THE SOFTWARE TO YOU "AS IS" 
WITHOUT WARRANTY OF ANY KIND, AND SOLARWINDS HEREBY DISCLAIMS AND EXCLUDES ALL 
OTHER WARRANTIES, WHETHER STATUTORY, EXPRESS OR IMPLIED, INCLUDING, BUT NOT 
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY, TITLE, NON-INFRINGEMENT, AND 
FITNESS FOR A PARTICULAR PURPOSE. This clause does not limit or disclaim any of the warranties 
specified in the GSA Schedule contract under FAR 52.212-4(o).   In the event of a breach of 
warranty, the U.S. Government reserves all rights and remedies under the contract, the Federal 
Acquisition Regulations, and the Contract Disputes Act, 41 U.S.C. 7101-7109. 

7. INTELLECTUAL PROPERTY INDEMNIFICATION. 

SolarWinds will indemnify and hold You harmless from any third party claim brought against You that the 
Software, as provided by SolarWinds to You under this Agreement and used within the scope of this 
Agreement, infringes or misappropriates any U.S. patent, copyright, trademark, trade secret, or other 
intellectual property rights of a third party, provided (i) use of the Software by You is in conformity with the 
Agreement and Documentation; (ii) the infringement is not caused by modification or alteration of the 
Software or Documentation; and/or (iii) the infringement was not caused by a combination or use of the 
Software with products not supplied by SolarWinds. SolarWinds’ indemnification obligations are contingent 
upon You: (i) promptly notifying SolarWinds in writing of the claim; (ii) granting SolarWinds control of the 
selection of counsel, defense, and settlement of the claim; (iii) providing SolarWinds with reasonable 
assistance, information and authority required for the defense and settlement of the claim; and (iv) using 
the most up-to-date-version (including hotfixes, patches, and updates) of the Software. Nothing contained 
herein shall be construed in derogation of the U.S. Department of Justice’s right to defend any claim or 
action brought against the U.S., pursuant to its jurisdictional statute 28 U.S.C. §516.  This Section states 
SolarWinds’ entire liability (and shall be Company’s sole and exclusive remedy) with respect to 
indemnification to Company. 

8. LIMITATION OF LIABILITY. 

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, IN NO EVENT WILL SOLARWINDS, 
ITS DIRECTORS, OFFICERS, AGENTS, SUPPLIERS AND LICENSORS, BE LIABLE TO YOU 
(WHETHER IN CONTRACT, TORT OR OTHERWISE) (I) FOR MORE THAN THE AMOUNT OF LICENSE 
FEES THAT YOU HAVE PAID TO SOLARWINDS UNDER THE APPLICABLE PURCHASE ORDER FOR 
THE APPLICABLE SOFTWARE, OR (II) FOR ANY INDIRECT, INCIDENTAL, CONSEQUENTIAL, 
SPECIAL, PUNITIVE, OR EXEMPLARY DAMAGES, INCLUDING WITHOUT LIMITATION LOST 
PROFITS, LOST BUSINESS OPPORTUNITIES, LOSS OF USE OF THE SERVICE OFFERING, LOSS 
OF GOODWILL, BUSINESS INTERRUPTION, LOSS OR CORRUPTION OF YOUR DATA, LOST 
SAVINGS, OR OTHER ECONOMIC DAMAGE, ARISING OUT OF THIS AGREEMENT OR THE USE OR 
INABILITY TO USE THE SOFTWARE OR DOCUMENTATION, EVEN IF SOLARWINDS OR A DEALER 
AUTHORIZED BY SOLARWINDS HAD BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. 

THIS CLAUSE SHALL NOT IMPAIR THE U.S. GOVERNMENT’S RIGHT TO RECOVER FOR FRAUD 
OR CRIMES ARISING OUT OF OR RELATED TO THIS CONTRACT UNDER ANY FEDERAL FRAUD 
STATUTE, INCLUDING THE FALSE CLAIMS ACT, 31 U.S.C. 3729-3733. FURTHERMORE, THIS 
CLAUSE SHALL NOT IMPAIR NOR PREJUDICE THE U.S. GOVERNMENT’S RIGHT TO EXPRESS 
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REMEDIES PROVIDED IN THE GSA SCHEDULE CONTRACT (E.G., CLAUSE 552.238-75 – PRICE 
REDUCTIONS, CLAUSE 52.212-4(H) – PATENT INDEMNIFICATION, AND GSAR 552.215-72 – PRICE 
ADJUSTMENT – FAILURE TO PROVIDE ACCURATE INFORMATION).  THE FOREGOING 
LIMITATION OF LIABILITY SHALL NOT APPLY TO PERSONAL INJURY OR DEATH RESULTING 
FROM LICENSOR’S NEGLIGENCE, OR FOR ANY OTHER MATTER FOR WHICH LIABILITY CANNOT 
BE EXCLUDED BY LAW. 

THESE LIMITATIONS WILL SURVIVE AND APPLY NOTWITHSTANDING THE FAILURE OF THE 
ESSENTIAL PURPOSE OF THIS AGREEMENT OR ANY LIMITED REMEDY HEREUNDER. 

9. TERM AND TERMINATION 

9.1 Term for Perpetual License. The term of a Perpetual License will begin upon the delivery of the 
Software to You. 

9.2 Term for Subscription Term License. 

9.2.1. The initial term of the license for Software and Documentation licensed on a Subscription Term 
License will begin upon delivery of the Software to You and, unless terminated sooner as provided herein, 
continue for the period specified in the applicable Order Form (“Initial Subscription Term”). You may renew 
Your subscription for the Software at the rates provided by SolarWinds in accordance with the GSA 
Schedule Pricelist upon the expiration of the Initial Subscription Term by executing an Order in writing 
(each “Renewal Term,” and collectively with the Initial Subscription Term, the “Term”). The Renewal Term 
will be the same length as the Initial Subscription Term unless otherwise specified by SolarWinds at the 
time of renewal. 

9.2.2. You may terminate the Agreement in accordance with FAR Clause 52.212-4(l) or 52.212-4(m). 

9.3 Termination by SolarWinds. When the End User is an instrumentality of the U.S., recourse against the 
United States for any alleged breach of this Agreement must be brought as a dispute under the contract 
Disputes Clause (Contract Disputes Act). During any dispute under the Disputes Clause, SolarWinds shall 
proceed diligently with performance of this Agreement, pending final resolution of any request for relief, 
claim, appeal, or action arising under the Agreement, and comply with any decision of the Contracting 
Officer. Without prejudice to any other rights, upon termination or expiration of this Agreement or Order 
Form, You agree to uninstall and cease all use of the Software, and Documentation and/or destroy or 
return (upon request by SolarWinds) all copies of the Software, and Documentation. 

10. THIRD-PARTY PROGRAMS. 

To the extent the Software is bundled with third-party software programs, these third-party software 
programs are governed by their own license terms, which may include open source or free software 
licenses, and these terms will prevail over this Agreement as to Your use of the third-party programs. 
Nothing in this Agreement limits an end user’s rights under, or grants the end user rights that supersede, 
the terms of any such third-party software. 

11. CHOICE OF LAW AND VENUE. 

This Agreement shall be governed by the Federal laws of the United States, without regard to any conflict 
of law provisions, except that the United Nations Convention on the International Sale of Goods shall not 
apply. The parties agree that the provisions of the Uniform Computer Information Transactions Act shall 
not apply to this Agreement=. 

12. GENERAL. 

12.1 Notices. All notices must be in writing and shall be mailed by registered or certified mail to Legal 
Department, 7171  Southwest  Parkway,  Building  400,  Austin,  Texas  78735,  or  sent  via  email  to 
legal_team@solarwinds.com (with evidence of effective transmission). 

12.2 Counterparts and Email Signature. This Agreement may be executed in counterparts, each of 
which shall be deemed an original and all of which shall constitute one and the same instrument. The 
Parties may exchange signature pages by email and such signatures shall be effective to bind the Parties. 
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12.3 Complete Agreement. This Agreement, any applicable Product-Specific Terms, the attached 
Software Support and Maintenance Terms and Conditions, and the SolarWinds Privacy Notice, constitute 
an addendum to a solicitation or contract, as defined in Federal Acquisition Regulation 52.212-4(s). 

12.4 Modifications. This Agreement shall not be amended or modified except in a writing signed by 
authorized representatives of each party. 

12.5 Severability. If any provision of this Agreement is held to be unenforceable, illegal, or void, that 
shall not affect the enforceability of the remaining provisions. The parties further agree that the 
unenforceable provision(s) shall be deemed replaced by a provision(s) that is binding and enforceable and 
that differs as little as possible from the unenforceable provision(s), with considerations of the object and 
purpose of this Agreement. 

12.6 Waiver. The delay or failure of either party to exercise any right provided in this Agreement shall 
not be deemed a waiver of that right. 

12.7 Force Majeure. Excusable delays shall be governed by FAR 52.212-4(f). 

12.8 Construction. Paragraph headings are for convenience and shall have no effect on interpretation. 

12.9 Third Party Rights. Other than as expressly provided herein, this Agreement does not create any 
rights for any person who is not a party to it, and no person not a party to this Agreement may enforce any 
of its terms or rely on an exclusion or limitation contained in it. 

12.10 Government Use. SolarWinds’ Software and Documentation was developed exclusively at 
private expense and is a “commercial item” as defined in Federal Acquisition Regulation (“FAR”) 2.101, 
and any supplement is provided with no greater than RESTRICTED RIGHTS. Such Software and related 
items consist of “commercial computer software,” “commercial computer software documentation,” and 
commercial technical data as defined in the applicable acquisition regulations, including FAR 2.101 and 
FAR Part 12. Use, duplication, release, modification, transfer, or disclosure ("Use") of the Software and 
Documentation is restricted by this Agreement and in accordance with Defense Federal Acquisition 
Regulation Supplement (“DFARS”) Section 227.702 and FAR Section 12.212, and the Software and 
Documentation are licensed (i) only as commercial items; and (ii) with only the rights granted to commercial 
end users pursuant to this Agreement. Such Use is further restricted by FAR 52.227-14, 252.227-7015, or 
similar acquisition regulations, as applicable and amended. Except as described herein, all other Use is 
prohibited. This section is in lieu of, and supersedes, any other FAR, DFARS, or other clause addressing 
government rights under this Agreement or any other contract which the Software or Documentation is 
acquired or licensed. Manufacturer is SolarWinds Worldwide, LLC, 7171 Southwest Parkway, Building 
400, Austin, Texas 78735. 

12.11 Relationship of the Parties. The parties are independent contractors. This Agreement does not 
create a partnership, franchise, joint venture, agency, fiduciary, or employment relationship between the 
parties. 

12.12 Records. You will maintain and make available to SolarWinds on request all information and 
records necessary to demonstrate compliance with this Agreement. Upon written request, You shall 
provide SolarWinds with an affidavit declaring Your usage and installation of the licensed Software and 
Your compliance herewith. SolarWinds shall have the right, upon reasonable written notice to You, to 
conduct an inspection and audit of all relevant facilities and records of Yours solely to confirm compliance 
with this Agreement in relation to use and installation of the licensed Software (and the corresponding 
quotes relating to the Software). Such audit shall be conducted during regular business hours and shall 
not interfere with normal business activities. If SolarWinds determines that the licensed Software is in 
excess of the purchased Software, SolarWinds will invoice You for any underpayment of fees. If you elect 
instead, you may authorize SolarWinds to electronically access and audit Your use of the Software and 
compliance with this Agreement through Your computer systems and network via electronic means. 

 
13. PRODUCT SPECIFIC TERMS.  Software may be subject to product-specific terms that shall apply 
with respect to that Software product only (“Product-Specific Terms”). Product-Specific terms are available  
at https://www.solarwinds.com/legal/legal-documents and supersede any conflicting terms set forth herein 
only with respect to the Software product to which they apply. SolarWinds reserves the right to add or 
modify Product-Specific Terms. See Exhibit A for SolarWinds Observability Product-Specific Terms. 

https://www.solarwinds.com/legal/legal-documents
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If You have licensed products subject to a prior product addendum (“Product Addendum”) in an older 
agreement, the terms of the Product Addendum shall continue to apply to such products.  Please visit the 
license archive page for prior Product Addenda.   

 

 
Attachments: 
1  Exhibit A SolarWinds Hybrid Cloud Observability Product-Specific Terms 
2. Exhibit B Privacy Notice  
2.  Exhibit C Maintenance and Support Terms 
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Exhibit A  
20231103 

SolarWinds Hybrid Cloud Observability Product-Specific Terms 

The following terms complement the SolarWinds End User License Agreement (“Agreement”) 
associated with the applicable SolarWinds Order Form for SolarWinds Hybrid Cloud Observability. 

A. Legacy SolarWinds Product Conversions: For customers that are converting from their legacy 
SolarWinds products to Hybrid Cloud Observability, the following terms apply: 

1. The Hybrid Cloud Observability software bundle being purchased (the “Hybrid Cloud 
Observability Bundle”) replaces legacy products You have licensed previously from 
SolarWinds These terms apply only to Your legacy products contained in the Hybrid Cloud 
Observability Bundle. 

2. You acknowledge and agree that for any individual legacy products in the Hybrid Cloud 
Observability Bundle for which You hold prior licenses (“Prior Licenses”), such Prior Licenses 
are hereby terminated and converted into and superseded by the Hybrid Cloud Observability 
license reflected on your Order Form. You will be issued new license keys to replace the keys 
for the Prior Licenses. You agree to deactivate and uninstall the Prior Licenses for Your 
legacy products included in the Hybrid Cloud Observability Bundle within a commercially 
reasonable time upon activation of the new license keys. Accordingly, You agree that You 
will not run an instance of the Prior License(s) after such commercially reasonable time 
period upon activation of the Hybrid Cloud Observability license reflected in your Order Form. 

B. For all Hybrid Cloud Observability Customers: 

1. With the release of updates to SolarWinds Hybrid Cloud Observability, software as a service 
(“SaaS,” or “Software Services”) functionality may be enabled by Customer. Prior to using 
the Software Services, Customer will be required to accept additional terms relevant to 
SolarWinds’ Software Services that supplement the Agreement (the “SaaS Supplement”). 
The SaaS Supplement is attached hereto and available 
at https://www.solarwinds.com/legal/saas-supplement. You may not use the Software 
Services if you do not accept the SaaS Supplement. 

 

https://www.solarwinds.com/legal/saas-supplement


 SaaS Supplement | SolarWinds  

 

Page 10 of 50 

 
 

Exhibit A-1 SaaS Supplement 
20220923 (GSA v20240529) 

 
SOLARWINDS 

SAAS SUPPLEMENTAL TERMS AND CONDITIONS 

These SaaS Supplemental Terms and Conditions (the “SaaS Supplement”) supplement Your End User License Agreement 

(“EULA”), which governs the use of Your on- premises Software (as defined in the EULA) and applies only to Your use of 

SolarWinds’ Software Services (as defined below) that may be accessed from, and use data residing in, Your on-premises 

Software. In the event of any conflict between this SaaS Supplement and your EULA, the terms of this SaaS Supplement shall 

govern with respect to Your use of the Software Services only. 

Terms applicable to the Software under the EULA shall also apply to the Software Services unless otherwise modified or set 
forth in this SaaS Supplement. 

1 DEFINITIONS 

For purposes of this SaaS Supplement, the following definitions apply: 

• Agreement means, in addition to the EULA, this SaaS Supplement and SolarWinds’ Data Processing Addendum. 

• Client(s) means, if You are an MSP, Your customer(s), if applicable. 

• Data Processing Addendum means the terms of SolarWinds’ data processing addendum and includes the EU Standard 

Contractual Clauses or other geographically appropriate method of transfer of personal data, which are all incorporated 

herein by reference. 

• MSP means a managed service provider, or a company that is authorized to use the Software Services to support a third 
party. 

• Software means, in addition to the definition in the EULA, the object code versions of any downloadable software provided 

by SolarWinds under this SaaS Supplement solely for the purpose of accessing the Software Services, including but not 

limited to an agent, together with the updates, new releases or versions, modifications or enhancements thereto, owned 

and provided by SolarWinds to You. 

• Software Services means, collectively with the Software provided under this SaaS Supplement for use with the Software 

Services, the products and software services (including any application programming interface that accesses functionality) 

that are provided to You by SolarWinds as a cloud offering. 

• Support means the standard maintenance or support provided by SolarWinds or its designated agents as set forth in this 
Agreement, if applicable to You. 

• Documentation means, in addition to the definition in the EULA, the official user documentation prepared and provided by 

SolarWinds You on the use of the Software Services (as updated from time to time). 

• User means, in addition to the definition in the EULA, an individual authorized by You to use the Software Services and 

Documentation, for whom You have purchased a subscription or to whom You have supplied a user identification and 

password. 

• Your Data or Data means, in addition to the definition in the EULA, data, files, or information, including data, files, or information 

that include Personal Data, accessed, used, communicated, stored, or submitted by You or Your Users related to Your or 

Your User’s use of the Software Services. 

2 PROVISION OF SOFTWARE SERVICES; RESTRICTIONS 

2.1 Access. Upon payment of fees and subject to Your ongoing compliance with the terms of this SaaS Supplement, 

SolarWinds hereby grants You a limited, nonexclusive, non-transferable license to access and use the Software Services 

(and install the Software, if applicable) and Documentation during the Term. You may provide, make available to, or permit 

Your Users to use or access the Software Services or Documentation. You agree that SolarWinds may deliver the Software 

Services to You with the assistance of its Affiliates, licensors, and service providers. SolarWinds will not materially reduce the 

level of performance, functionality, security, or availability of the Software Services during the Term. If SolarWinds decides to 

end of life the Software Services, it shall be in accordance with SolarWinds End of Life Policy. 

2.2 Upgrading/Downgrading Account Type. If applicable to Your subscription, You may, at any time, upgrade or 

downgrade Your SolarWinds account type. After an upgrade, You will be billed immediately for the additional fees due under 

the upgraded account type for the remaining time of the applicable Term. The amount due and owing for the upgraded account 

type will be reduced by the amount You have already paid for the applicable Term. You may downgrade your account type, 

upon thirty (30) days prior written notice to SolarWinds, provided, however, any modification in the amount due to SolarWinds 

due to any such downgrade will take effect only upon renewal and be reflected in your renewal invoice. . Downgrading Your 

https://www.solarwinds.com/legal/legal-documents/customer-data-processing-addendum
https://www.solarwinds.com/legal/end-of-life-policy-for-saas-products
https://www.solarwinds.com/legal/end-of-life-policy-for-saas-products
https://www.solarwinds.com/
https://www.solarwinds.com/
https://www.solarwinds.com/
https://www.solarwinds.com/
https://www.solarwinds.com/
https://www.solarwinds.com/
https://www.solarwinds.com/
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license may cause loss of content, features, or capacity as available to You under Your previous account type, and SolarWinds 

has no liability for such loss. 

Further, if applicable, if You exceed the license capacity designated in Your Order Form, in addition to SolarWinds’ other remedies, 

You will be charged additional fees, which will be reflected in a subsequent invoice provided to you. 

2.3 Additional Restrictions. In addition to the restrictions set forth in the EULA, You may not (i) provide, make available to, 

or permit individuals other than Your Users to use or access the Software Services or Documentation, in whole or in part; (ii) copy, 

reproduce, republish, upload, post, or transmit the Software Services or Documentation (except for backup or archival purposes, 

which will not be used for transfer, distribution, sale, or installation on Your Devices); (iii) create, market, distribute add-ons or 

enhancements or incorporate into another product the Software Services without prior written consent of SolarWinds; (iv) remove 

any proprietary notices or labels on the Software Services or Documentation, unless authorized by SolarWinds in writing; (v) access 

or use the Software Services or Documentation if You (or any of Your Users) are a direct competitor of SolarWinds Worldwide; 

(vi) use the Software Services to store or transmit infringing, libelous, unlawful, or tortious material or to store or transmit material 

in violation of third party rights, including any privacy rights; (vii) use the Software Services to violate any rights of others; (viii) 

use the Software Services to store or transmit malicious code, Trojan horses, malware, spam, viruses, or other destructive 

technology (“Viruses”); (ix) interfere with, impair, or disrupt the integrity or performance of the Software Services or any other third 

party’s use of the Software Services; (x) use the Software Services in a manner that results in excessive use, bandwidth, or 

storage; or (xi) alter, circumvent, or provide the means to alter or circumvent the Software Services, including technical limitations, 

recurring fees, or usage limits; or (xii) perform or disclose any performance or vulnerability testing of the Software Services or 

perform or disclose network discovery, port and service identification, vulnerability scanning, password cracking or remote 

access testing of the Software Services without SolarWinds’ prior written approval 

2.4 Section 2.4 of the EULA (“High Availability and/or Disaster Recovery Purpose License”), does not apply to the Software 

Services. 

3 ADDITIONAL OBLIGATIONS 

3.1 Your Obligations. In addition to Your Obligations set forth in the EULA, You acknowledge and agree that: (i) You will 

establish a constant internet connection and electrical supply for the use of the Software Services, ensure the Software is 

installed on a supported platform as set forth in the Documentation, and the Software Services are used only with public 

domain or properly licensed third party materials; (ii) You will install the latest version of the Software on Devices accessing 

or using the Software Services; and (iii) You will keep your registration information, billing information, passwords and technical 

data accurate, complete, secure and current for as long as You subscribe to the Software Services. 

3.2 Terms Applicable to MSP. If You are an MSP, You further acknowledge, agree, and warrant that: (i) You have sufficient 

technical infrastructure, knowledge, and expertise to perform Your duties for Your Clients; (ii) You will provide all sales, problem 

resolution, and support services to Your Clients; (iii) You will be responsible for billing, invoicing, and collection for Your Clients; 

and (iv) You will operate at Your own expense and risk under Your own name as an MSP. 

3.3 Reserved. 

4 OWNERSHIP 
4.1  Ownership of SolarWinds Intellectual Property. The Software Services and Documentation are licensed, not sold. Use or 

“purchase” in conjunction with licenses of the Software Services and Documentation shall not imply a transfer of ownership. 

Except for the limited rights expressly granted by SolarWinds to You, You acknowledge and agree that all right, title and 

interest in and to all copyright, trademark, patent, trade secret, intellectual property (including without limitation algorithms, 

business processes, improvements, enhancements, modifications, derivative works, information collected and analyzed in 

connection with the Software Services) and other proprietary rights, arising out of or relating to the Software Services and the 

Documentation (including the provision thereof), belong exclusively to SolarWinds or its suppliers or licensors. 

4.2  Your Data. You and Your Users retain all right, title, and interest in and to all copyright, trademark, patent, trade secret, 

intellectual property and other proprietary rights in and to Your Data. SolarWinds’ right to access and use the same are limited to 

those expressly granted in this Agreement. No other rights with respect to Your Data are implied. 

SolarWinds and its Affiliates may remove Your Data or any other data, information, or content of data or files used, stored, processed 

or otherwise by You or Your Users that SolarWinds, in its sole discretion, believes to be or is: (a) a Virus; (b) illegal, libelous, 

abusive, threatening, harmful, vulgar, pornographic, or obscene; (c) used for the purpose of spamming, chain letters, or 

dissemination of objectionable material; (d) used to cause offense, defame or harass or otherwise in a way not intended for 

appropriate use of the Software Services; or (e) infringing the intellectual property rights or any other rights of any third party. 

5 DATA PROTECTION. You acknowledge, represent and warrant that You and Your Users, regarding processing of Personal Data 

hereunder, shall be the data controller (and SolarWinds, the data processor) related to SolarWinds’s assistance with the 

necessary operation and function of the Software Services and You and Your Users will determine the purpose and manner 

in which such Personal Data is, or will be, processed. SolarWinds and its Affiliates will process Personal Data to provide 
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assistance with the necessary operation and function of the Software Services in accordance with SolarWinds’ Data Processing 

Addendum or such other geographically appropriate mechanism for the transfer of Personal Data as is applicable. You are 

responsible for ensuring that the security of the Software Services is appropriate for Your intended use and the storage, 

hosting, or processing of Personal Data. 

6 DISCLAIMER 

6.1 General. SOLARWINDS WARRANTS THAT THE SOFTWARE SERVICES PROVIDED HEREUNDER WILL, FOR A PERIOD 

OF THIRTY (30) DAYS FROM THE DATE OF THE SOFTWARE SERVICES BECOMING AVAILABLE TO YOU, PERFORM 

SUBSTANTIALLY IN ACCORDANCE WITH THE DOCUMENTATION. EXCEPT AS EXPRESSLY SET FORTH BELOW.  In the event 

You notify SolarWinds of a breach of the foregoing warranty before the end of the warranty period by providing a detailed explanation of 

where the Software Services fail to comply with the applicable Documentation, the Ordering Activity’s sole and exclusive remedy and 

SolarWinds sole liability is to provide repair or replacement of the affected Software Services.  Notwithstanding anything to the contrary 

set forth in the EULA, THE SOFTWARE SERVICES AND DOCUMENTATION, AND ALL OTHER PRODUCTS AND SERVICES 

PROVIDED HEREUNDER, INCLUDING THIRD PARTY HOSTED SERVICES, ARE PROVIDED ON “AS IS” AND “AS AVAILABLE” 

BASIS. SOLARWINDS DISCLAIMS ALL REPRESENTATIONS AND WARRANTIES OF ANY KIND, EXPRESS, IMPLIED, OR 

STATUTORY, INCLUDING ANY WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, TITLE, NON-

INFRINGEMENT, ACCURACY, RELIABILITY, SECURITY, LOSS OR CORRUPTION OF YOUR DATA, CONTINUITY, OR ABSENCE OF 

DEFECT RELATING TO THE SOFWARE SERVICES, DOCUMENTATION, ANY OTHER PRODUCT OR SERVICES, OR RESULTS 

OF THE SAME PROVIDED TO YOU UNDER THIS AGREEMENT. SOLARWINDS DOES NOT WARRANT THAT THE 

SPECIFICATIONS OR FUNCTIONS CONTAINED IN THE SOFTWARE SERVICES WILL MEET YOUR REQUIREMENTS OR THAT 

DEFECTS IN THE SOFTWARE SERVICES WILL BE CORRECTED. EACH PARTY SPECIFICALLY DISCLAIMS RESPONSIBILITY 

OF THIRD PARTY PRODUCTS AND SERVICES WITH WHICH YOU MAY UTILIZE THE SOFTWARE SERVICES, AND EACH PARTY 

SPECIFICALLY DISCLAIMS AND WAIVES ANY RIGHTS AND CLAIMS AGAINST THE OTHER PARTY WITH RESPECT TO SUCH 

THIRD PARTY PRODUCTS AND SERVICES. 

6.2 Backup Disclaimer. IN ADDITION TO THE OTHER TERMS AND CONDITIONS HEREIN, YOU EXPRESSLY ACKNOWLEDGE 

AND AGREE THAT YOUR DATA MAY NOT BE AVAILABLE OR RESTORABLE IF (1) YOU UTILIZE THE SOFTWARE SERVICES IN 

EXCESS OF THE AMOUNT YOU ORDERED; (2) A COPY OF YOUR DATA WAS NOT COMPLETED OR THE DATA YOU ARE 

SEEKING TO RECOVER HAD NOT YET BEEN BACKED UP BASED ON THE TIMING OF WHAT WAS DELETED; (3) YOU ATTEMPT 

TO BACK UP DEVICES, FILES, FOLDERS, OR DRIVES NOT SUPPORTED BY THE SOFTWARE SERVICES AS SET FORTH IN 

THE DOCUMENTATION; (4) YOU DESELECT OR DELETE A DEVICE, FILE, FOLDER, OR DRIVE FROM YOUR SOLARWINDS 

ACCOUNT, FROM YOUR DEVICE, OR FROM BEING BACKED UP BY THE SOFTWARE SERVICES; (5) YOU MODIFY YOUR 

OPERATING SYSTEM IN A MANNER THAT BREAKS COMPATIBILITY OR INHIBITS THE FUNCTIONALITY OF THE SOFTWARE 

SERVICES; (6) YOUR COMPUTER IS UNABLE TO ACCESS THE INTERNET OR SOLARWINDS INFRASTRUCTURE; ; (7) YOU FAIL 

TO COMPLY WITH THE AGREEMENT OR DOCUMENTATION WITH RESPECT TO APPROPRIATE BACKUP PROCEDURES; OR 

(8) YOU TERMINATE OR DO NOT RENEW YOUR SUBSCRIPTION TO THE SOFTWARE SERVICES AND FAIL TO RETREIVVE 

YOUR DATA PRIOR TO THIRTY DAYS FROM THE END OF THE APPLICABLE TERM. 

 
 ©2024 SolarWinds Worldwide, LLC. All rights reserved. 

 

https://www.solarwinds.com/wp-content/uploads/2023/01/SolarWinds-Software-Services-DPA.pdf
https://www.solarwinds.com/wp-content/uploads/2023/01/SolarWinds-Software-Services-DPA.pdf
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Exhibit B Privacy Notice 

SolarWinds Privacy Notice 

• Last updated 6 December 2022 

SolarWinds Corporation US, SolarWinds Worldwide, LLC, SolarWinds Software Europe DAC 
and our affiliated companies and subsidiaries (“SolarWinds,” “we,” “us” or “our”) recognize 
the importance of privacy, security, and transparency. In this Privacy Notice, we explain 
how we collect, use, and disclose Personal Data as a “controller” or a “business” and the 
choices individuals have regarding their Personal Data. We also explain your rights as a 
data subject (or consumer) and how to get in touch with us regarding our processing of 
your Personal Data. 

Further information about SolarWinds’ efforts and commitment to data privacy and 
security can be found in our Security Statement and on the SolarWinds website. For a list 
of our affiliated companies please refer to our Sub-Processor List. 

• Our Services 

SolarWinds services include IT management and monitoring solutions, such as network, 
systems and database management, security solutions, applications and infrastructure 
monitoring (“Services”), which may be offered or purchased, directly and through 
distributors and resellers. 

• Scope of this Privacy Notice/Overview 

SolarWinds collects Personal Data as part of its normal business operations and in the 
administration of customer relationships. “Customers” include our customers and visitors 
to the SolarWinds website(s), our business partners, and individuals who register to use 
our products and Services, or to attend corporate events. References to “Personal Data” in 
this Privacy Notice means information that identifies or relates to an identifiable individual 
or is linked or reasonably linkable to an individual. 

This Privacy Notice applies to and describes the Personal Data that we collect as a “data 
controller” or a “business,” including the Personal Data that we collect about: 

o Visitors of the SolarWinds website(s); 
o Business partners; 
o Individuals who register to use our products and Services; 
o Individuals who register for or attend our webinars, conferences, and other events; 

or 
o Other individuals who communicate or interact with us about our products, 

Services, or business. 

This Privacy Notice does not apply to the Personal Data that we collect and process about 
employees, applicants and contractors; different privacy notices apply to those data sets. 
Further, this Privacy Notice does not apply to the Personal Data that we receive, process or 
store on behalf of our Customers (“Customer Data”), as further explained below. 

https://www.solarwinds.com/security/security-statement
https://www.solarwinds.com/
https://www.solarwinds.com/legal/legal-documents/solarwinds-sub-processor-list
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• Customer Data 

We are a “processor” or “service provider” for Customer Data and process Customer Data 
on behalf of and in accordance with the instructions of our Customers, who are the 
“controllers” or “businesses” for their respective Customer Data. Customer Data is owned 
and controlled by our Customers. Customer Data may include information from the end 
points and other systems, tools, or devices that Customers manage or monitor using our 
Services, and end user data related to activities on the relevant networks and systems. It 
may also include event logs, end user information (such as IP address, email address and 
computer name), and other Personal Data, where relevant. Our Customers’ respective 
privacy policies apply to and govern the processing of Customer Data, not this Privacy 
Notice. For privacy information related to Customer Data, please reach out to the 
Customer directly. Our Customers’ privacy and security practices are their own and differ 
from those set forth in this Privacy Notice. 

• Other Notices 

Additional disclosures or information about processing of Personal Data related to specific 
websites, mobile applications, products, services, or programs may be provided to you. 
These may supplement and/or clarify SolarWinds privacy practices in specific 
circumstances and provide you with additional choices as to how SolarWinds may process 
your Personal Data. 

• Categories of Personal Data Collected 

The Personal Data we collect, and how we use it, varies depending upon the nature of our 
relationship and interactions with you. We collect the following types of Personal Data: 

o Identifiers: includes direct identifiers, such as name, username, account name, 
address, phone number, email address, online identifiers, IP address, or other 
similar identifiers. 

o Customer records: includes Personal Data, such as name, signature, contact 
information, and payment information that individuals provide us in order to 
purchase or obtain our products and Services. We may also collect billing address, 
financial accounts, credit card information, order details, subscription and license 
information, and usage details. In addition, we collect user credentials and profile 
data (name, contact, authorized users). 

o Customer Support and Service information: when Customers contact us for 
support or other customer service requests, we maintain support tickets and other 
records related to the requests. We may also collect call recordings related to 
support and customer service-related calls. 

o Commercial information: includes records, products, or Services purchased, 
obtained, or considered, or other purchasing or use histories. 

o Usage details: we collect information about Customers’ usage of our Services, 
including IP address, Customer ID, email address, domain, date time and duration 
of visits to our websites, page visits, information about your computer or device 
including browser type, and other usage statistics, such as browsing history, 
clickstream data, search history, access logs, and other usage data and information 
regarding an individual’s interaction with our websites and Services, our marketing 
emails and online ads. 
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o Geolocation data: includes precise location information about a particular 
individual or device. 

o Audio, video and electronic data: includes audio, electronic, visual, or similar 
information, such as CCTV footage (e.g., collected from visitors to our offices) and 
call recordings (e.g. of Customer support calls). 

o Professional information: includes professional and employment-related 
information, such as current and former employer(s) and position(s) and business 
contact information. 

o Inferences: includes inferences drawn from other personal information that we 
collect to create a profile reflecting an individual’s preferences, behavior, or other 
characteristics. For example, we may analyze Personal Data in order to identify the 
offers and information that may be most relevant to Customers, so that we can 
better reach them with relevant offers and ads. 

• Use of Personal Data 

Certain laws, including the GDPR and UK GDPR, require that we inform you of the purposes 
for using your Personal Data and the legal bases for this processing. The following table 
explains why we process particular categories of Personal Data. 

Purpose of use 
Category of Personal Data 

used 
Legal basis for 

use 

Operating websites and Services 
and providing related support: to 
provide and operate the Services, 
communicate with you about your 
use of the Services, provide 
troubleshooting and technical 
support, respond to your inquiries, 
fulfill your orders and requests, 
process your payments, 
communicate with you, and for similar 
service and support purposes. 

o Identifiers 
o Customer records 

Performance of 
our contract with 
you 

Responding to requests: to 
respond to your inquiries and 
requests. 

o Identifiers 
o Customer records 
o Customer Support and 

Service information 
o Commercial information 
o Usage details 
o Geolocation data 
o Audio, video and 

electronic data 

Performance of 
our contract with 
you 

Analyzing and improving our 
websites, the Services, and our 

o Identifiers 
o Customer records 

Our legitimate 
interests 
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Purpose of use 
Category of Personal Data 

used 
Legal basis for 

use 

business: to better understand how 
you access and use the Services, in 
order to administer, monitor, and 
improve our Services, for our internal 
purposes, and for other research and 
analytical purposes including 
machine learning, and artificial 
intelligence. 

o Customer Support and 
Service information 

o Commercial information 
o Usage details 
o Geolocation data 
o Audio, video and 

electronic data 
o Inferences 

Personalizing experiences: to tailor 
content we may send or display on 
our websites, including to offer 
location customization and 
personalized help and instructions, 
and to otherwise personalize your 
experiences. 

o Identifiers 
o Customer records 
o Customer Support and 

Service information 
o Commercial information 
o Usage details 
o Geolocation data 
o Audio, video and 

electronic data 
o Inferences 

Our legitimate 
interests 

Advertising and marketing to 
Customers: to promote our Services 
on third party websites, as well as for 
direct marketing purposes, including 
sending you newsletters, Customer 
alerts and information we think may 
interest you. 

o Identifiers 
o Customer records 
o Customer Support and 

Service information 
o Commercial information 
o Usage details 
o Geolocation data 
o Audio, video and 

electronic data 
o Inferences 

Our legitimate 
interests and/or 
with your consent, 
where required 

Protecting our legal rights and 
preventing misuse: to protect the 
Services and our business 
operations; to prevent, detect and 
investigate fraud, misuse, 
harassment or other types of unlawful 
activities; where we believe 
necessary to investigate, prevent or 
take action regarding illegal activities, 
suspected fraud, situations involving 

o Identifiers 
o Customer records 
o Customer Support and 

Service information 
o Commercial information 
o Usage details 
o Geolocation data 

Our legitimate 
interests and/or 
compliance with 
laws 



 

Page 5 of 50 

Purpose of use 
Category of Personal Data 

used 
Legal basis for 

use 

potential threats to the safety or legal 
rights of any person or third party, or 
violations of this policy and our 
applicable agreements and terms of 
use. 

Complying with legal 
obligations: to comply with the law 
or legal proceedings. For example, 
we may disclose information in 
response to subpoenas, court orders, 
and other lawful requests by 
regulators and law enforcement, 
including responding to national 
security or law enforcement 
disclosure requirements. 

o Identifiers 
o Customer records 
o Commercial information 
o Usage details 
o Professional information 

Our legitimate 
interests; and/or 
compliance with 
laws 

Related to our general business 
operations: to consider and 
implement mergers, acquisitions, 
reorganizations, and other business 
transactions, and where necessary to 
the administration of our general 
business, accounting, recordkeeping 
and legal functions. 

o Identifiers 
o Customer records 
o Customer Support and 

Service information 
o Commercial information 
o Usage details 
o Professional information 

Our legitimate 
interests; and/or 
compliance with 
laws 

Legitimate Interests. In all cases where legitimate interests are relied upon as a lawful 
basis, we take steps to ensure that our legitimate interests are not outweighed by any 
prejudice to your rights and freedoms. This is achieved in a number of ways, including the 
application of principles of data minimization and security, and by taking steps to ensure 
that Personal Data is collected only where it is relevant and is reasonably necessary for the 
legitimate purposes for which we use it. 

Compliance with a legal obligation. As outlined above, we may process information to 
comply with a legal obligation including, for example, to access, preserve or disclose 
certain information if there is a valid legal request. Please contact us if you have questions 
on the laws that may require us to process information including Personal Data. 

California Residents. If you are a California resident, please be sure to review the section 
Additional Information for Individuals in Certain Jurisdictions below for important 
information about our privacy practices and your rights under California privacy laws, 
including your right to submit a “Do not sell my personal information” request. 
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• How We Collect Personal Data 

SolarWinds collects Personal Data through its normal business operations and in the 
administration of Customer relationships, which may include: 

o Data Submitted on Websites. In order to enjoy the full functionality of the websites 
or to conduct business with us, you may be prompted to provide certain Personal 
Data to us: 

o By filling in forms (for example, a “Contact Us” form) on our websites, at a 
trade show, or anywhere else we conduct business; 

o By downloading or accessing the SolarWinds Services; 
o By downloading documentation from our websites; 
o By subscribing to newsletters or other communications; or 
o By corresponding with us by phone, e-mail, or otherwise using our contact 

details. Typically, Personal Data includes name, business affiliation, 
business address, telephone number, and email address, and any other 
personal details provided or required to resolve inquiries or complaints. 

o Customer Support and Service. When Customers contact us for support or other 
customer service requests, we maintain support tickets and other records related 
to the requests. We may also collect call recordings related to support and 
customer service-related calls. 

o Business Contact and Customer Relationship Management. We collect and 
maintain information about our Customers, including from social networks, which 
may include company name, business contact name and title, phone number, email, 
and other contact details. We may also collect billing address, financial account, 
credit card information, order details, subscription and license information, and 
usage details. In addition, we collect user credential and profile data (name, 
contact, authorized users). 

o Usage Details. We collect information about Customers’ usage of our Services, 
including IP address, Customer ID, email address, and other usage statistics. We do 
not collect usage details about Customer end users, except as necessary to provide 
and support the Services requested by Customers. When you visit our websites, our 
server automatically collects certain browser or device-generated information, 
which may in some cases constitute Personal Data, including but not limited to: 

o Your domain; 
o Your IP address; 
o The date, time, and duration of your visit; 
o Your browser type; 
o Your operating system; 
o Your page visits; 
o Information from third parties; 
o Other information about your computer or device; or 
o Internet traffic. 

o Internet traffic. We also obtain Personal Data about Customers from third parties 
unless prohibited by applicable law, including third parties unless prohibited by 
applicable law, including third parties from whom we have purchased Personal 
Data, public databases, resellers, channel partners, and marketing partners. We 
combine this information with Personal Data provided by you. This helps us to 
update, expand, and analyze our records, identify new customers, and create more 
tailored advertising to provide services that may be of interest to you. 
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o Cookies. Our websites use cookies. More information about our use of cookies can 
be found in our Cookie Policy here: https://www.solarwinds.com/cookies. 

o Aggregate and De-identified Data. We may de-identify and aggregate Personal 
Data we collect such that the data no longer identifies or can be linked to a 
particular Customer or an individual data subject (“De-Identified Data”), subject to 
the terms of any applicable customer agreements. We may use this De-Identified 
Data to improve our Services, analyze trends, publish market research, and for 
other marketing, research, or statistical purposes, and may disclose such data to 
third parties for these specific purposes. 

Other Data. SolarWinds collects, uses and maintains certain other data related to its 
business and the Services it provides to Customers, which is not Personal Data; this 
Privacy Notice does not restrict our use and processing of such data. 

• Disclosures of Personal Data 

SolarWinds is a global group of companies, and we share Personal Data with our affiliated 
businesses as part of our business operations and administration of the Services. We may 
also appoint third party service providers (who will operate under our instructions) to 
assist us in providing information, products or services to you, in conducting and 
managing our business, or in managing and improving our Services or the websites. 
SolarWinds may share your Personal Data with these affiliates and third parties to perform 
Services on SolarWinds’s behalf, subject to appropriate contractual restrictions and 
security measures. In general, we may disclose Personal Data as follows: 

o Customers: if you use, access or communicate with us about our Services on 
behalf of your company (our Customer), we may share Personal Data about your 
access, and your communications or requests, with the relevant Customer. 

o Service providers: to third party service providers who perform functions on our 
behalf. Third party service providers will only process your Personal Data in 
accordance with our instructions and will implement adequate security measures 
to protect your Personal Data. 

o Advertising and analytics partners: to third parties we engage to provide 
advertising, campaign measurement, online and mobile analytics, and related 
services to us (with your consent, where required by applicable laws). 

o In response to legal process: in order to comply with the law, judicial proceedings, a 
court order, or other legal process, such as in response to a subpoena. 

o To protect our rights: where we believe it is necessary to investigate, prevent, or 
take action regarding illegal activities, suspected fraud, situations involving 
potential threats to the safety of any person, violations of the SolarWinds Terms of 
Use or this Policy, to respond to claims asserted against us, or as evidence in 
litigation in which we are involved. 

o Business transfers: as part of any merger, sale, and transfer of our assets, 
acquisition, or restructuring of all or part of our business, bankruptcy, or similar 
event, including related to due diligence conducted prior to such event where 
permitted by law. 

Aggregate or Anonymous Data. We also may share aggregate, anonymous, or de-identified 
data with third parties for research, analytics, and other purposes, provided such 
information does not identify an individual. 

https://www.solarwinds.com/cookies
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• International Transfers of Personal Data 

SolarWinds and our service providers may transfer your Personal Data to, or access it in, 
jurisdictions that do not include equivalent levels of data protection as your home 
jurisdiction. This includes the United States and other jurisdictions where we, our affiliates, 
and service providers have operations. In addition, our subprocessors are located around 
the world, as described in our subprocessor list. We will take steps to ensure that your 
Personal Data receives an adequate level of protection in the jurisdictions in which we 
process it, that is essentially equivalent to the level of protection afforded to your Personal 
Data in your home jurisdiction, including through appropriate written data processing 
terms and/or data transfer agreements. 

Individuals in the European Economic Area (EEA) and United Kingdom (UK). If you are in 
the EEA or the UK, and we process your Personal Data in a jurisdiction that the European 
Commission has deemed to not provide an adequate level of data protection (a “third 
country”), we will implement measures to adequately protect your personal data, including 
by putting in place standard contractual clauses for international transfers of personal 
data, as approved by the European Commission (the form for the standard contractual 
clauses can be viewed here). To obtain additional details of the mechanism under which 
your Personal Data is transferred outside of the EEA or UK, you may request such details 
by contacting privacy@SolarWinds.com. 

• Children 

The SolarWinds websites, Services and portal are not for use by children under the age of 
16 years and SolarWinds does not knowingly collect, store, share or use the Personal Data 
of children under 16 years. If you are under the age of 16 years, please do not provide any 
Personal Data to SolarWinds, even if prompted to do so. If you are under the age of 16 
years and you have provided Personal Data, please ask your parent(s) or guardian(s) to 
notify SolarWinds, and SolarWinds will delete all such Personal Data. 

• Marketing 

Where lawful to do so, and subject to your consent where required, we may communicate 
with Customers (and related business contacts) about our Services. If you wish to 
unsubscribe from receiving marketing communications, please visit the Email Preference 
Center on our website or use the Email Preference Center link in our promotional emails to 
request cessation of these communications. 

• Security 

SolarWinds maintains (and requires its service providers to maintain) organizational and 
technical measures designed to protect the security and confidentiality of Personal Data 
we process. Various measures that SolarWinds utilizes are further described in 
our Security Statement. However, no environment or security procedures or protocols are 
ever guaranteed to be 100% secure or error-free. Accordingly, we cannot be held 
responsible for unauthorized or unintended access that is beyond our control. We 
encourage you to take care when disclosing Personal Data online and use readily available 
tools and security measures to protect yourself online. 

https://www.solarwinds.com/legal/legal-documents/solarwinds-sub-processor-list
https://www.solarwinds.com/legal/legal-documents
mailto:privacy@SolarWinds.com
https://www.solarwinds.com/security/security-statement
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• Retention of Personal Data 

We generally keep Personal Data for as long as necessary to fulfill the purposes for which 
it was collected. In some circumstances, however, we may retain Personal Data for other 
periods of time, including where we are required to do so in accordance with legal, tax, and 
accounting requirements or if required to do so by a legal process, legal authority, or other 
governmental entity capable of making this request. In specific circumstances, we may 
also retain your Personal Data for longer periods of time, which may correspond to a 
statute of limitations, so that we have an accurate record of your dealings with us in the 
event of any complaints or challenges. 

• Third Party Links 

The websites may contain links to third party websites. SolarWinds does not control and is 
not responsible for the privacy practices of such websites. We encourage you to review the 
privacy policies of these third-party websites. SolarWinds accepts no responsibility arising 
from or regarding such third-party websites. 

• Privacy Rights and Choices 

In this section, we describe the rights and choices you have regarding your Personal Data. 
You may submit a request to exercise your rights in respect of your Personal Data to 
us here. We will respond to your request as is required under applicable law. In certain 
jurisdictions you have further rights in respect of your Personal Data, please see the 
Additional Information for Individuals in Certain Jurisdictions section of this Notice, below. 

If you would like to submit a request relating to Customer Data, you should contact the 
relevant Customer directly; if you submit a request to us related to Customer Data, we will 
forward your request to the relevant Customer (where known) so that they may respond to 
your request. 

Access, correction, and deletion. You may submit requests for access, correction, or 
deletion to us as directed above by contacting us here. We will process your request in 
accordance with applicable privacy laws. We may ask you for additional information so 
that we can confirm your identity or process your request. 

Direct marketing. You may always opt out of direct marketing emails. If you would like to 
unsubscribe from SolarWinds marketing emails or otherwise change your email 
preferences, go to our Email Preference Center on our Site or use the Email Preference 
Center link in our promotional emails to request cessation of these communications. We 
may continue to send you transactional or service-related communications, such as 
service announcements and administrative messages. 

Complaints. If you have any concerns about our use of your Personal Data, you can make a 
complaint to us at privacy@SolarWinds.com. We will take steps to try to resolve any 
complaint you raise regarding our treatment of your Personal Data. You also have the right 
to raise a complaint with the privacy regulator in your jurisdiction. You can file a complaint 
with our principal supervisory authority, the Irish Data Protection Commission in Ireland or 
with your local data protection authority where applicable. Please contact us 
at privacy@SolarWinds.com if you have any questions about how to raise a complaint. 

https://privacyportal.onetrust.com/webform/e4e930be-2a4e-4663-af6b-2fb9b5803e14/0e007f38-a84a-4577-998e-b9b82318ca69
https://privacyportal.onetrust.com/webform/e4e930be-2a4e-4663-af6b-2fb9b5803e14/0e007f38-a84a-4577-998e-b9b82318ca69
mailto:privacy@SolarWinds.com
mailto:privacy@SolarWinds.com
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Additional information for certain jurisdictions. In the section Additional Information for 
Certain Jurisdictions below, we provide additional information as required under California 
privacy laws, as well as the GDPR, UK GDPR, and the LGPD. Users in California, the EEA and 
the UK should review this section for more information regarding their rights under these 
respective laws. 

• Changes to Our Privacy Notice 

SolarWinds will review and update this Privacy Notice periodically to respond to changing 
legal, technical, and business developments. We will note the date of its most recent 
revision herein. We will notify you directly where we have made substantial updates to this 
Privacy Notice, and we also recommend that you review this Privacy Notice periodically.  
Changes to this Privacy Notice will not in any way change the Ordering Activity’s rights to 
use the software. This notice does not modify the license agreement and the parties agree 
any changes to the license agreement will not be effective unless and until both parties 
sign a written agreement updating such terms. 

Contact Information 

If you have any questions in relation to this Privacy Notice, please contact us 
at privacy@SolarWinds.com. 

• Additional Information for Individuals in Certain Jurisdictions 

Additional Information for EEA/UK Users. If you are a data subject located in the EEA and 
the UK, you have the following rights under the GDPR/UK GDPR (as applicable) in respect 
of your Personal Data: 

o To obtain a copy of your Personal Data together with information about how and on 
what basis that Personal Data is processed; 

o To rectify inaccurate Personal Data (including the right to have incomplete 
Personal Data completed); 

o In limited circumstances, to port your data in machine-readable format to a third 
party (or to you) when we justify our processing on the basis of your consent or the 
performance of a contract with you; 

o To request the erasure your Personal Data in certain circumstances, such as where 
it is no longer necessary in relation to the purposes for which it was collected or 
processed; 

o To object to the processing of your Personal Data where that processing is based 
on our legitimate interests. We will no longer process Personal Data where you 
have so objected, unless we demonstrate compelling legitimate grounds for the 
processing that override the interests, rights and freedoms of you as data subject, 
or for the establishment, exercise or defense of legal claims. You also have the 
right to object at any time to any processing of your Personal Data for direct 
marketing purposes, including profiling for marketing purposes. 

o To restrict the processing of your Personal Data, where you have objected to the 
processing of your personal data, where you have contested to accuracy of your 
data, where it has been established that processing is unlawful or where you 
require your personal data for a legal claim. 

mailto:at%20privacy@SolarWinds.com
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o To withdraw your consent to our processing of your Personal Data (where that 
processing is based on your consent). This will not affect the lawfulness of 
processing based on consent before that consent is withdrawn; and 

o To obtain or see a copy of the appropriate safeguards under which your Personal 
Data is transferred to a third country or international organization. 

You also have the right to lodge a complaint with your local supervisory authority for data 
protection. 

To exercise such rights, please contact us at privacy@SolarWinds.com or submit a 
personal data request at Personal Data Request Inquiry. Please note that we may request 
proof of identity, and we reserve the right to charge a fee and/or refuse to act on a request 
where permitted by law, especially if your request is manifestly unfounded or excessive. 
We will endeavor to respond to your request within all applicable timeframes required by 
law. 

If you contact us regarding Customer Data for which we are a data processor, we will 
attempt to refer your request to the relevant Customer as data controller for your Personal 
Data. You may also reach out to that Customer directly. 

Additional Information for California Residents. In this section, we provide additional 
information to California residents about how we handle their personal information, as 
required under California privacy laws including the California Consumer Privacy Act 
(“CCPA”). This section does not address or apply to our collection and processing of: 

o Customer Data: as noted above, we are a “service provider” or “processor” for such 
data, which means that our processing of Customer Data on behalf of a Customer 
is subject to our contractual agreements with that Customer. We only process 
Customer Data on behalf of the relevant Customer and in compliance with our 
applicable agreements with the respective Customer. 

o Data that Is Exempt from CCPA: including publicly available information lawfully 
made available by state or federal government records or other personal 
information that is exempt under the CCPA. 

While our collection, use, and disclosure of personal information varies based upon our 
relationship and interactions with you, in this section we describe, generally, how we have 
collected and disclosed personal information about California residents in the prior 12 
months (from the last updated date above). 

Categories of personal information collected and disclosed. The table below identifies the 
categories of personal information (as defined by the CCPA) we have collected about 
California residents within the last 12 months, as well as how we have disclosed such 
information for a business purpose. For more information about the business and 
commercial purposes for which we collect, use, and disclose personal information, please 
see the Use of Personal Data and Disclosures of Personal Data sections above. 

mailto:privacy@SolarWinds.com
https://privacyportal.onetrust.com/webform/e4e930be-2a4e-4663-af6b-2fb9b5803e14/0e007f38-a84a-4577-998e-b9b82318ca69
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Personal information collected from CA residents 
Categories of third parties to whom 
we may disclose information of CA 

residents 

Categories Description  

Identifiers 

Includes direct identifiers, such as 
name, alias user ID, username, 
account number; email address, phone 
number, address and other contact 
information; IP address and other 
online identifiers; other government 
identifiers; and other similar identifiers. 

o service providers 
o advisors and agents 
o government entities and law 

enforcement (to the extent 
required by law) 

o affiliates and subsidiaries 
o advertising networks 
o data analytics providers 
o social networks 
o internet service providers 
o operating systems and 

platforms 
o business customers 

Customer 
Records 

Includes personal information, such as 
name, account name, user ID, contact 
information, employment information, 
account number, and financial or 
payment information, that individuals 
provide us in order to purchase or 
obtain our products and services. [For 
example, this may include account 
registration information, or information 
collected when an individual purchases 
or orders our products and services, or 
enters into an agreement with us 
related to our products and services. 

o service providers 
o advisors and agents 
o government entities and law 

enforcement (to the extent 
required by law) 

o our affiliates and subsidiaries 
o business partners who 

provide services you request 

Commercial 
Information 

Includes records of personal property, 
products or services purchased, 
obtained, or considered, or other 
purchasing or use histories or 
tendencies. 

o service providers 
o advisors and agents 
o government entities and law 

enforcement (to the extent 
required by law) 

o affiliates and subsidiaries 
o advertising networks 
o data analytics providers 
o social networks 
o internet service providers 
o operating systems and 

platforms 
o data brokers 
o business customers 
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Personal information collected from CA residents 
Categories of third parties to whom 
we may disclose information of CA 

residents 

Categories Description  

Usage 
Details 

Includes browsing history, clickstream 
data, geolocation data, search history, 
access logs and other usage data and 
information regarding an individual’s 
interaction with our websites, mobile 
apps, and other Services, and our 
marketing emails and online ads. 

o service providers 
o advisors and agents 
o government entities and law 

enforcement (to the extent 
required by law) 

o affiliates and subsidiaries 
o advertising networks 
o data analytics providers 
o social networks 
o internet service providers 
o operating systems and 

platforms 

Audio, Video 
and 
Electronic 
Data 

Includes audio, electronic, visual, 
thermal, olfactory, or similar 
information, such as thermal 
screenings and CCTV footage (e.g., 
collected from visitors to our 
offices/premises), photographs and 
images (e.g., that you provide us or 
post to your profile) and call recordings 
(e.g., of customer support calls). 

o service providers 
o advisors and agents 
o government entities and law 

enforcement (to the extent 
required by law) 

o affiliates and subsidiaries 

Professional 
Information 

Includes professional and employment-
related information such as business 
contact information and professional 
memberships. 

o service providers 
o advisors and agents 
o government entities and law 

enforcement (to the extent 
required by law) 

o affiliates and subsidiaries 

Inferences 

Includes inferences drawn from other 
personal information that we collect to 
create a profile reflecting an individual’s 
preferences, characteristics, 
predispositions, behavior, attitudes, 
intelligence, abilities, or aptitudes. For 
example, we may analyze personal 
information in order to identify the 
offers and information that may be 
most relevant to Customers, so that we 
can better reach them with relevant 

o service providers 
o advisors and agents 
o government entities and law 

enforcement (to the extent 
required by law) 

o our affiliates and subsidiaries 
o analytics providers 
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Personal information collected from CA residents 
Categories of third parties to whom 
we may disclose information of CA 

residents 

Categories Description  

offers and ads. 

Sales of personal information. The CCPA defines “sell” broadly to include disclosing or 
making available personal information to a third party in order to receive certain benefits or 
services from them. While we do not “sell” personal information to third parties in 
exchange for monetary compensation, we may make personal information available, which 
may be defined as a sale by the CCPA; this is common practice among companies that 
operate online, such as when we make browsing information available to third party ad 
companies (through third party tags on our Sites) in order to improve and measure our ad 
campaigns and reach users with more relevant ads and content. As defined by the CCPA, 
we may “sell” usage details and identifiers to third party advertising networks, social 
networks, and data analytics providers. To learn more, please see the Cookies section of 
our Privacy Notice and our Cookie Policy. 

Sources of personal information. As further described in the “How We Collect Personal” 
section in the body of this Privacy Notice, above, we may collect personal information from 
the following sources: 

o Our Customers 
o Business partners and affiliates 
o Directly from the individual 
o Advertising networks 
o Data analytics providers 
o Social networks 
o Internet service providers 
o Operating systems and platforms 
o Publicly available sources 

California residents’ rights. In general, California residents have the following rights with 
respect to their personal information: 

o Do-not-sell (opt out): to opt out of our sale of their personal information (via 
cookies, web beacons, and tags on our Sites), by using our preference manager. We 
do not knowingly sell personal information about California residents younger than 
16. 

o Right of deletion: to request deletion of their personal information that we have 
collected about them and to have such personal information deleted (without 
charge), subject to certain exceptions. 

o Right to know: with respect to the personal information we have collected about 
them in the prior 12 months, to require that we disclose the following to them (up to 
twice per year and subject to certain exemptions): 

o Categories of personal information collected; 
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o Categories of sources of personal information; 
o Categories of personal information about them we have disclosed for a 

business purpose or sold; 
o Categories of third parties to whom we have sold or disclosed for a 

business purpose their personal information; 
o The business or commercial purposes for collecting or selling their personal 

information; and 
o A copy of the specific pieces of personal information we have collected 

about them. 
o Right to non-discrimination: the right not to be subject to discriminatory treatment 

for exercising their rights under the CCPA. 

Submitting CCPA requests. California residents may submit CCPA requests: 

o Online at the SolarWinds data subject request form; 
o By emailing privacy@SolarWinds.com with the subject line “California Rights 

Request: California Consumer Rights”; or 
o California residents also may opt out of sales of their personal information (via 

cookies and tags on our Sites), by using our preference manager. 

When you submit a request to know or delete, we will need to verify your identity before 
processing your request, which may require us to request additional personal information 
from you or require you to log into your account, if you have one. In certain circumstances, 
we may decline or limit your request, particularly where we are unable to verify your identity 
or locate your information in our systems, or as permitted by law. Authorized agents may 
initiate a request on behalf of another individual by contacting us as set forth in the 
Contact Information section above. Authorized agents will be required to provide proof of 
their authorization, and we may also require that the relevant consumer directly verify their 
identity and the authority of the authorized agent. 

California’s “Shine the Light” law. California’s “Shine the Light” law (Civil Code Section 
§1798.83) provides certain rights to California residents free of charge, information about 
the personal information (if any) we have shared with third parties for their own direct 
marketing purposes; such requests may be made once per calendar year for information 
about any relevant third party sharing in the prior calendar year (e.g., requests submitted in 
2021 would be applicable to relevant disclosures (if any) in 2020). If you are a California 
resident and would like to make such a request, please submit your request in writing by 
emailing us at privacy@SolarWinds.com using the subject line “Request for California STL 
Information.” In your request, please attest to the fact that you are a California resident and 
provide a current California address. We will reply to valid requests by sending a response 
to the email address from which you submitted your request. Please note that not all 
information sharing is covered by the “Shine the Light” requirements and only information 
on covered sharing and the relevant details required by the Shine the Light law will be 
included in our response. 

For more information about our privacy practices, you may contact us as set forth in 
the Contact Information section above. 

 
  

mailto:%20privacy@SolarWinds.com
mailto:privacy@SolarWinds.com
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Exhibit C - SolarWinds Maintenance & Support Terms 

20221122 

These SolarWinds Support and Maintenance Terms and Conditions (“Support Terms and 
Conditions”) supplement the agreement governing your use of the SolarWinds Products (defined 
below) (the “Agreement”) and govern the delivery of any standard Support (defined below).  Defined 
terms have the meaning set forth in these Support Terms and Conditions and apply to the “Ordering 
Activity” defined as the Government Customer (Agency) who, under the GSA MAS Program which is 
further defined as an “entity authorized to order under GSA Schedule Contracts” (“You” or 
“Company”). 

1. DEFINITIONS 

1.1 Contact means the person(s) designated by You to act as the Company’s point of contact and 
who is otherwise responsible for the day-to-day administration of the SolarWinds Products and the 
activities and responsibilities agreed hereto. 

1.2 Support Addendum(a) means additional terms and conditions set forth in Section 5 that relate 
to the applicable supplemental support that You may order for SolarWinds Products, as set forth in 
Your invoice. 

1.3 Release means all generally available releases of the Software (as applicable) that (i) contain 
new features, functionality, extensions, or fixes for bugs, and (ii) are designated by means of a 
change in the digit to either the left of the first decimal point (e.g., Software 8.0>> Software 9.0), to 
the right of the decimal point (e.g., Software 8.0>>Software 8.1), or to the right of the second decimal 
point (e.g. Software 8.0>>Software 8.0.1). 

1.4 Support means the applicable maintenance and/or support to be provided by SolarWinds or its 
designated agents as set forth in and subject to these Support Terms and Conditions and the 
Agreement. If applicable, the supplemental Support services set forth in the applicable addendum 
describing the scope of such supplemental support services (“Support Addendum”) shall also apply 
with respect to the supplemental services ordered. 

1.5 SolarWinds Products means the SolarWinds Software or Services licensed by or provided to 
you under the applicable Agreement. 

1.6 Supported Platform means, for on premises Software or other locally downloadable Software 
components, a Device or platform that functions with the Software and components contemplated 
for use with the Software. Changes to any of the foregoing that break compatibility or inhibit the 
functionality of the Software, unless authorized by the Documentation, do not constitute a 
Supported Platform. 

1.7  Support Term means the period that You are eligible to receive Support, as set forth in the 
invoice, and which starts: (i) the day the SolarWinds Product is delivered or made available to You, 
as applicable, or (ii) if You are purchasing Support for out-of-maintenance SolarWinds Products, the 
date that You renew Your Support. 

  
2. SUPPORT 

2.1 SolarWinds Support. Subject to the terms and conditions of this Support Terms and Conditions, 
SolarWinds shall, during the Support Term, provide You with Support, provided that You have 
obtained such SolarWinds Product from SolarWinds or its authorized agents. 
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2.2 Provision of Support. During the Support Term, You may receive: 

2.2.1 Online Software Support. Your Contact(s) may submit support and related requests via an 
online webform that is available on SolarWinds’ customer portal (“SolarWinds Customer Portal”) 
and its websites 24 hours a day, 7 days a week, 365 days a year. Each request is given a unique 
identification number for Your convenience and reference. All online support submissions are 
managed using the English language. 

2.2.2 Telephone Support. Telephone support is generally available 24 hours a day, 7 days a week, 
365 days a year. 

2.2.3 Releases. For on-premise Software or other locally downloadable Software components You 
may receive Releases of the Software, which can be obtained from SolarWinds’ Customer Portal. 

  
3. LIMITATIONS OF SUPPORT 

3.1 Purchase Requirement. Except as otherwise agreed upon by SolarWinds, and unless Support is 
already included in your purchase or Subscription Term (as applicable to the SolarWinds Product), 
You may purchase Support only for the most current, generally available Release of the applicable 
SolarWinds Product. 

3.2 Access to Your Computer System. Upon explicit request by You, You acknowledge that 
SolarWinds may perform Support that may be conditioned upon access to Your SolarWinds Product, 
Device(s), and/or Supported Platform. You understand and agree that the completeness and 
accuracy of the information You provide to SolarWinds may affect SolarWinds’ ability to provide 
Support to You. 

3.3 Exclusions. SolarWinds will have no obligation to provide Support for problems caused by or 
arising out of the following: 

3.3.1 Modifications or changes to the Supported Platform or SolarWinds Product, except for any 
modification or change made by You as directed by SolarWinds in the Documentation; 

3.3.2 Use of the SolarWinds Product that is not authorized in the Agreement or the Documentation; 

3.3.3 External physical factors, such as inclement weather conditions, which affects the ability to 
provide Support and which may cause electrical or electromagnetic stress or a failure of electric 
power, air conditioning or humidity control; neglect; misuse; operation of the SolarWinds Product 
with other media not in accordance with Documentation; or causes other than ordinary use; and 

3.3.4 Third party products that are not authorized by SolarWinds in the Documentation or, for any 
third party products that are authorized by SolarWinds in the Documentation, problems solely 
arising from such third party products. 

3.4 Supported Releases. For on premise Software or other locally downloadable Software 
components, SolarWinds shall not be obligated to provide Support for any Release of the Software 
aside from the current and previous Release of the SolarWinds Product. Notwithstanding anything 
to the contrary herein, SolarWinds may, at its discretion, decide to retire the Software from time to 
time (“End of Life”). SolarWinds shall publicly post a notice of End of Life, including the last date of 
general commercial availability of the affected Software and the timeline for discontinuing the 
Support on its website. SolarWinds shall have no obligation to provide Support for Software that are 
outside of the applicable service life. 



 

Page 18 of 50 

4. YOUR OBLIGATIONS 

4.1 In addition to Your compliance with this Agreement, SolarWinds’ obligation to provide You with 
Support are subject to the following: 

4.1.1 You agreeing to receive communications from SolarWinds via email, telephone, and other 
formats, including communications concerning Support, the extent of Your coverage, errors, 
technical issues, and availability of Releases. 

4.1.2 The delivery of the Company name as well as Your Contact’s name, relevant contact 
information, and Your SolarWinds identification number when You request Support. 

4.1.3 Your cooperation with SolarWinds to enable SolarWinds to provide You with the Support. 

4.1.4 The assumption of responsibility for performing all operations on the Supported Platform and 
for the use of the applicable SolarWinds Product. SolarWinds shall have no responsibility to perform 
operations on Your Device or the Supported Platform or for operations performed on Your Device 
or the Supported Platform. You are solely responsible for the use of the SolarWinds Product and 
shall properly train Your personnel in the use and application of the SolarWinds Product in 
accordance with the Agreement and the Documentation. 

4.1.5 Your prompt notification to SolarWinds of all problems with the SolarWinds Product and Your 
prompt implementation of any corrective procedures provided by SolarWinds relating to the 
SolarWinds Product. 

4.1.6 Your protection, storage, and back-up of data and information stored on Your Device or 
Supported Platform on which and with which the SolarWinds Product is used. You are solely 
responsible for Your data and information in the SolarWinds Product and should confirm that such 
data and information is protected and backed up in accordance with any internal or regulatory 
requirements. 

4.2 Internal Use. Unless otherwise agreed by SolarWinds in writing, the Support purchased by You 
is intended for internal use by You (or on your behalf) and only for Your benefit. 

4.3 Designated Contact Requirements. The parties agree that the Support is intended to be 
provided to technical personnel performing the daily administration of the applicable SolarWinds 
Product . You shall identify at least one Contact for SolarWinds’ records, and at least one of Your 
Contacts must be an administrator who coordinates and controls access for other Contacts from 
the Company. SolarWinds will provide Support to only Your Contact(s). You may not use a single 
Contact to act as a mere forwarding service for other personnel. Each Contact must be able to 
communicate in English and possess the relevant technical knowledge necessary to assist 
SolarWinds in performing the Support contemplated under this Agreement. You must promptly 
notify SolarWinds of any change in Your Contacts in writing. You shall allow one calendar week for 
processing by SolarWinds of any change in Contacts. 

5. SUPPORT ADDENDA. If you are purchasing any of the below-listed support services, the 
addendum identified below and attached shall also apply to supplement these Support Terms and 
Conditions only for the products and/or instance for which the Support Addendum is applicable. 

Support Addendum 

SolarWinds Deployment  C-1 SolarWinds Deployment Addendum  
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Commercial Premium Support  
C-2  SolarWinds Support Addendum for Commercial 
Premium Support 

Federal Premium Support Addendum C-3 Federal Premium Support Addendum* 

Monalytic Deployment Services** C-4  Monalytic Deployment Addendum** 

  * Level 5 services provided by Monalytic, Inc. (a SolarWinds company) 
**Services provided (or subcontracted by) Monalytic, Inc.  

https://www.solarwinds.com/legal/legal-documents/commercial-premium-support-addendum
https://www.solarwinds.com/legal/legal-documents/commercial-premium-support-addendum
https://www.solarwinds.com/legal/legal-documents/federal-premium-support-addendum
https://www.solarwinds.com/-/media/solarwinds/swdcv2/legal/legal-documents/support-addendum-for-federal-premium-support-final-8-2-22.ashx?rev=37aed1b863ec4e05a480049edde41085&hash=8590D553F7DDED1DFC4F7796DB082AA6
https://www.solarwinds.com/-/media/solarwinds/swdcv2/legal/legal-documents/solarwinds-federal-deployment-addendum-final-8-2-22.ashx?rev=cfc3cd27668f44b7b6c7d9522464e9b5&hash=867240BCC6BBB94B1C55AB5E86E2A379
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Addendum C-1 SolarWinds Deployment Addendum  

20221228 

This SolarWinds deployment addendum (“Addendum”) complements the SolarWinds Support and 

Maintenance Terms (“Support Terms”) applicable to SolarWinds software licensed under the 

SolarWinds End User License Agreement (“EULA”; together the Support Terms and the EULA are 

the “Agreement”) and is entered into and agreed upon by and between you and your Affiliates 

(“Company” or “You”) and SolarWinds Worldwide, LLC (“SolarWinds”) when you order one of the 

deployment packages for a particular product as indicated on your order form and invoice. This 

Addendum is for deployment assistance and is limited to the scope below based on the level of 

service ordered (the “Deployment Services”). SolarWinds Deployment Services consists of three 

fixed-fee and fixed-scope deployment package options for small, medium, and large deployments. 

Each deployment service has predefined tasks and deliverables to assist customers during the 

planning phase, platform installation, configuration, observability and alerts setup, platform 

training, adoption, and expansion planning. The hours per package are consistent regardless of 

the SolarWinds product being deployed, but the scope varies slightly and is customized for the 

product. The product-specific scope document is linked in section 2 below. 

This Addendum shall be effective: (a) if Company is a direct customer, as of the SolarWinds 

invoice date for the order containing Deployment Services or (b) if Company is an indirect 

customer, on the date of your email from SolarWinds including Your access to the SolarWinds 

customer portal (as applicable, the “Effective Date”). SolarWinds may subcontract all services set 

forth in this Addendum but will remain responsible for the delivery of the scope for the 

Deployment Service Level ordered. 

All capitalized terms will have the meaning given to such terms in the Agreement unless a 

different meaning is provided in this Addendum. The parties agree that the following terms shall 

apply to Your purchase of Deployment Services. If there is a conflict between this Addendum and 

the Agreement, the Addendum shall control. 

1. Active Maintenance. Company acknowledges that SolarWinds will provide Deployment 

Services for Company’s licenses under an active maintenance plan only. 

2. Scope of Deployment Services. Subject to the Agreement, SolarWinds will, during the 

Deployment Term (defined in Section 4 below), provide Company with the following Deployment 

Services based on the package selected by You for the applicable product and reflected in your 

Order Form or invoice. The high-level outline of hours and categories of the three service 

packages is shown in the table below. The specific scope for each product and package is 

detailed in the linked Deployment Scope Document and also available on the SolarWinds legal 

webpage at www.solarwinds.com/legal/legal-documents. 

https://www.solarwinds.com/legal/legal-documents/deployment-scope
https://www.solarwinds.com/legal/legal-documents
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Category 

Deployment 
Services Level 1 

30-hour limit 

Deployment 
Services Level 2 

75-hour limit 

Deployment 
Services Level 

3 
125-hour limit 

Platform 
Planning 

Up to Three 
Hours 

Up to Four Hours 
Up to Eight 

Hours 

Platform 
Installation 

Up to Three 
Hours 

Up to Six Hours Up to 10 Hours 

Platform 
Configuration 

Up to Five Hours Up to 12 Hours Up to 22 Hours 

Observability 
and Alerts 

Up to 14 Hours Up to 43 Hours Up to 67 Hours 

Platform 
Training 

Up to Three 
Hours 

Up to Eight Hours Up to 15 Hours 

Journey 
Success 

Up to Two Hours Up to Two Hours 
Up to Three 

Hours 

• Allotted values represent the maximum number of hours of services performed to 

complete the scope above for each package, per product, as applicable and as defined in 

the scope document. 

• Defined service actions are provided only when applicable 

 3. Company Obligations. Company is required to (a) make a competent representative available 

for the welcome call, which will be scheduled within five (5) days of the start of the Deployment 

Term and (b) have the required infrastructure, system requirements and adequately sized server 

as set forth in the Documentation available for software installation. In addition, Company must 

attend scheduled meetings. Failure to attend schedule meetings after the first missed meeting 

shall constitute a material breach of this Addendum and could result in SolarWinds terminating 

the Addendum in accordance with Section 4.3 below due to the fixed time frame for the 

Deployment Services. 

4. Deployment Term; Expiration; Termination. 

4.1   Deployment Term. Deployment Services begin on the Effective Date and shall expire in 

accordance with Section 4.2 (“Expiration”) unless sooner terminated in accordance with the 

Agreement (“Deployment Term”). 
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4.2  Expiration. The Deployment Services will automatically expire sixty (60) days after the 

Effective Date. Unused services will not carry over beyond the Deployment Term or be subject to 

any refund. 

4.3  Termination. SolarWinds may terminate this Addendum as set forth in the Agreement. 

Termination for material breach will not entitle You to any refund. 

5. Exclusions. This Addendum does not include performing the deployment on Company’s behalf. 

Company acknowledges that this Addendum does not include developing custom scripts, 

templates, or queries; analyzing or troubleshooting performance issues resulting from or related 

to third party products, such as SQL or OS (Operating System) performance issues; nor will 

SolarWinds take control of Company’s environment to perform full installations, configurations, 

migrations, or upgrades. SolarWinds will not go on-site to the Company to perform any support 

offered under this Addendum. 
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Addendum C-2  SolarWinds Support Addendum for Commercial Premium Support 

This Addendum (“Addendum”) complements the SolarWinds Support and Maintenance Terms 

(“Support Terms”) applicable to SolarWinds software licensed under the SolarWinds End User 

License Agreement (“EULA”; together the Support Terms and the EULA are the “Agreement”) 

accepted by and between you, either an individual or an entity, and your Affiliates (“You”) and 

SolarWinds Worldwide, LLC (“SolarWinds”) to coincide with your current SolarWinds support term 

as identified in your Order Form (“Effective Date”). 

All capitalized terms will have the meaning given to such terms in the Agreement unless a 

different meaning is provided in this Addendum. In addition to the Support Agreement, the parties 

agree that the following terms shall apply to Your purchase of Commercial Premium Support. If 

there is a conflict between this Addendum and the Agreement, the Addendum shall control. 

SolarWinds Commercial Premium Support 

Upon receipt, processing, and invoicing of an order for Commercial Premium Support and subject 

to the terms of this Addendum and the Agreement, SolarWinds will provide You during the 

Commercial Premium Support Term (defined below) with the additional support for the applicable 

Software licenses based on the level of Commercial Premium Support to which You have enrolled 

(“Commercial Premium Support”). 

Applicability 

Commercial Premium Support is only available for Your SolarWinds Software licenses under 

active maintenance and support. Commercial Premium Support is tied to one SolarWinds account 

number. You must have Commercial Premium Support for each account to which Commercial 

Premium Support will apply. 

Definitions 

Priority Designation Categories 

SolarWinds defines support cases subject to the following priority designation codes: 

• P1 is defined as Critical/Organization Down – Customer’s production use of SolarWinds 

Software is stopped or so severely impacted that no User can reasonably continue to use 

or access the software. Critical requests have one or more of the following characteristics: 

a) data corruption b) SolarWinds Software hangs causing unacceptable delays or c) the 

SolarWinds Software is inaccessible to all Users. 

https://www.solarwinds.com/legal/legal-documents/commercial-premium-support-addendum
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• P2 is defined as High – Customer experiences a disruptive loss of use of the SolarWinds 

Software. Important features are unavailable with no acceptable workaround; however, 

operations can continue in a restricted fashion. 

• P3 is defined as Medium – Customer experiences moderate to minor loss of use of the 

SolarWinds Software or a feature/operation generated a result that was not expected. The 

impact is isolated and an inconvenience, however, use and access to SolarWinds Software 

can continue. 

• P4 is defined as Low – Customer requests information, an enhancement, or 

documentation clarification regarding SolarWinds software but there is no impact on the 

use or access of SolarWinds Software. 

On-Demand Access 

Based on the level of Commercial Premium Support to which You have enrolled, if You have On-

Demand Access to specialized Support Engineers, You may make the request for the specialized 

resource when creating the service request either through a case comment or by calling into our 

support phone line and requesting the specialized Support Engineer to work on Your service 

request based on your Commercial Premium Support plan. If You are eligible for On-Demand 

access but the caller does not make such a request or waives use of the specialized Support 

Engineer will not be routed to a specialized resource 

Joint Technical Review (JTR) 

Joint Technical Review (“JTR”) is a customer-requested service (eligibility is based on the level of 

Commercial Premium Support) where You and Your designated SolarWinds expert perform a 

review of Your SolarWinds environment for detecting inefficiencies and optimization 

opportunities. Customers that need to schedule a JTR will request the service through a support 

case and their designated SolarWinds expert will work with the customer’s designated contacts to 

schedule the JTR session. 

On-Demand Maintenance Window Coverage 

On-Demand Maintenance Window Coverage is a proactive service where SolarWinds assigns a 

Support Engineer to be on standby during a customer’s maintenance window to assist with any 

issue that the customer may experience during the maintenance window. Customers with a 

Commercial Premium Support Plan with On-Demand Maintenance Window Coverage and 

requiring maintenance window coverage must request the service through a support case or by 

phone. Upon request, SolarWinds will provide the contact information of the assigned support 

engineer for the maintenance window coverage who will work alongside the customer’s technical 

for up to ONE hour during the maintenance window. Customers requiring more than one hour of 
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assisted maintenance window coverage should consider separately purchasing commercial 

deployment services. 

Commercial Premium Support Service Hours 

• Business Hours 

o North America: 7am – 7pm (CST) Monday to Friday 

o APAC: 7am – 7pm (GMT+8) Monday to Friday 

o EMEA: 7am – 7pm (GMT+1) Monday to Friday 

• After Business Hours 

o North America 7PM to 7AM (CST) Monday to Friday 

o APAC: 7pm – 7am (GMT+8) Monday to Friday 

o EMEA: 7pm – 7am (GMT+1) Monday to Friday 

o 24 Hours during Weekends beginning 7PM (CST) Friday through midnight to 7AM 

Monday (CST) and Holidays 

Levels of Premium Support 

Premium Support is available at three different levels to meet a wide variety of customer needs. 

The details of each service level are shown in Table 1. The level of Premium Support is reflected 

in your Order Form. You may elect to increase your level during a term, and SolarWinds (or your 

reseller) will prorate the fees from the effective date of such increase through the end of your 

current support term. You may elect to decrease your Commercial Premium Support, but no 

refund or adjustment will be provided. 

Term & Termination or Expiration 

• Term. Premium Support starts: (a) on the day SolarWinds invoices You for Commercial 

Premium Support, or (b) if You are purchasing Commercial Premium Support through a 

reseller, the day SolarWinds notifies You in writing (including electronic communications) 

that Your order for Commercial Premium Support has been processed, and ends on the 

date the Commercial Premium Support expires unless sooner expired or terminated in 

accordance with this section (“Commercial Premium Support Term”). 

• Expiration. Commercial Premium Support will automatically expire without notice if You 

fail to maintain active maintenance and support for all applicable SolarWinds software 

licenses receiving Commercial Premium Support or after the Commercial Premium 

Support Term ends and is not renewed. For clarity, SolarWinds will continue to provide 
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Commercial Premium Support to all other applicable licenses that remain under active 

maintenance and support during the Commercial Premium Support Term. 

• Termination. SolarWinds may terminate this Addendum as set forth in the Agreement. 

However, there will be no cure period for a breach of the license restrictions contained in 

the EULA or if You misappropriate or infringe SolarWinds’ intellectual property rights. 

Exclusions 

Regarding Commercial Premium Support, SolarWinds is not obligated to (a) provide any support 

other than what is offered under the Support Agreement and this Addendum; (b) perform 

Commercial Premium Support if You fail to pay all fees when due or fails to perform its 

obligations under this Addendum; or (c) perform (i.e., take control of Your environment) 

onboarding on Your behalf. You acknowledge that Commercial Premium Support does not include 

developing custom scripts, templates, or queries; analyzing or troubleshooting performance 

issues resulting from or related to third party products, such as SQL or OS performance issues; 

nor will SolarWinds take control of Your environment to perform full installations, configurations, 

migrations, or upgrades. SolarWinds will not go on-site to perform any support offered under this 

Addendum. 

Table 1. Commercial Premium Support Service Levels 

Category 
Premium 
Support Level 1 

Premium 
Support Level 2 

Premium 
Support Level 3 

Technical 
Support 

– 24×7 access to 
phone and web 
support 
– Software 
updates 
– THWACK 
community 
access 
– 1 hour response 
time for P1 cases 
– 4-hour 
response time for 
P2 cases 
– Intermediate 
Customer 
Support resource 

– 24×7 access to 
phone and web 
support 
– Software updates 
– THWACK 
community access 
– 1-hour response 
time for P1 cases 
– 2-hour response 
time for P2 cases 
– Intermediate 
Customer Support 
resource 
– Designated 
escalation manager 

– 24×7 access to 
phone and web 
support 
– Software updates 
– THWACK 
community access 
– 30-minute response 
time for P1 cases 
– 1-hour response 
time for P2 cases 
– Advanced 
Customer Support 
resource 
– Designated 
escalation manager 

Premium 
Services 
Team 

– Cases are 
worked by our 
global premium 

– Cases are worked 
by our designated 
region premium 

– Cases are worked 
by our designated 
region senior 
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support team support team during 
business hours 
– On-demand 
access to the global 
premium support 
team after business 
hours, holidays, and 
weekends 
– Up to 4 joint 
technical and 
business reviews per 
year 

premium support 
team during business 
hours 
– On-demand access 
to the global senior 
premium support 
team after business 
hours, holidays, and 
weekends 
– Up to 8 joint 
technical and 
business reviews per 
year 

Success 
Services 

– Up to 4 
Maintenance 
Window and 
upgrade 
assistance 
– Customer 
Success Manager 

– Up to 8 
Maintenance 
Window and 
upgrade assistance 
– Trusted advisors 
– Expert-driven 
health checks 
– Proactive 
engagement 
– Assigned 
Technical Success 
Manager 

– Up to 12 
Maintenance Window 
and upgrade 
assistance 
– Trusted advisors 
– Expert-driven health 
checks 
– Proactive 
engagement 
– Assigned Senior 
Technical Success 
Manager 

All levels include access to: 

• Training and certification options: Virtual Classes and eLearning • SolarWinds Academy 

Classes • SolarWinds Certified Professional Classes (some classes are subject to 

additional fees); and 

• Self-help services: Access to Customer Success Center • Knowledge Base articles • Best 

practice content • Global search • Digital Health Checks. 
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Addendum C-3 Federal Premium Support Addendum 
 

This Addendum (“Addendum”) complements the SolarWinds Support and Maintenance Terms 

(“Support Terms”) applicable to SolarWinds software licensed under the SolarWinds End User 

License Agreement (“EULA”; together the Support Terms and the EULA are the “Agreement”) 

accepted by and between you, either an individual or an entity, and your Affiliates (“You”) and 

SolarWinds Worldwide, LLC (“SolarWinds”) to coincide with your current SolarWinds support term 

as identified in your Order Form (“Effective Date”). Levels 4 and 5 Federal Premium Support, 

defined below, are performed by and contracted between You and Monalytic, Inc, a SolarWinds 

company (“Monalytic”) subject to the Agreement. 

All capitalized terms will have the meaning given to such terms in the Agreement unless a different 

meaning is provided in this Addendum. In addition to the Support Agreement, the parties agree 

that the following terms shall apply to Your purchase of Federal Premium Support. If there is a 

conflict between this Addendum and the Agreement, the Addendum shall control. 

SolarWinds Federal Premium Support 

Upon receipt, processing, and invoicing of an order for Federal Premium Support and subject to 

the terms of this Addendum and the Agreement, SolarWinds or Monalytic will provide You during 

the Federal Premium Support Term (defined below) with the additional support for the applicable 

Software licenses based on the level of Federal Premium Support to which You have enrolled 

(“Federal Premium Support”). Levels 4 and 5 Federal Premium Support are provided and invoiced 

by Monalytic. 

Applicability 

Federal Premium Support is only available for Your SolarWinds Software licenses under active 

maintenance and support. Federal Premium Support is tied to one SolarWinds account number. 

You must have Federal Premium Support for each account to which Federal Premium Support will 

apply. 

Definitions 

Priority Designation Categories 

SolarWinds defines support cases subject to the following priority designation codes: 

• P1 is defined as Critical/Organization Down – Customer’s production use of SolarWinds 

Software is stopped or so severely impacted that no User can reasonably continue to use 

or access the software. Critical requests have one or more of the following characteristics: 
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a) data corruption b) SolarWinds Software hangs causing unacceptable delays or c) the 

SolarWinds Software is inaccessible to all Users. 

• P2 is defined as High – Customer experiences a disruptive loss of use of the SolarWinds 

Software. Important features are unavailable with no acceptable workaround; however, 

operations can continue in a restricted fashion. 

• P3 is defined as Medium – Customer experiences moderate to minor loss of use of the 

SolarWinds Software or a feature/operation generated a result that was not expected. The 

impact is isolated and an inconvenience, however, use and access to SolarWinds Software 

can continue. 

• P4 is defined as Low – Customer requests information, an enhancement, or 

documentation clarification regarding SolarWinds software but there is no impact on the 

use or access of SolarWinds Software. 

Services Personnel Categories 

The following categories of personnel are used in the provision of Federal Premium 

Support 

• U.S.–Based Support Engineer–This is a Support Engineer whose work location is 

physically within the United States of America. A U.S.-Based Support Engineer may or 

may not be a U.S. Citizen for whom SolarWinds has verified eligibility to work in the U.S. 

• U.S. Citizen Support Engineer– This is a Support Engineer who is confirmed as a U.S. 

Citizen after verification of one of the following documents by SolarWinds: 

o United States Passport or ID card 

o United States Birth Certificate showing that the Support Engineer was born in the 

United States 

• U.S. Citizen Support Engineer with Security Clearance – These are Support Engineers 

who hold an active TS/DOD Security Clearance issued and maintained by the U.S. 

Department of Defense 

On-Demand Access 

Based on the level of Federal Premium Support to which You have enrolled, if You have On-

Demand Access to specialized Support Engineers, You may make the request for the specialized 

resource when creating the service request either through a case comment or by calling into our 

support phone line and requesting the specialized Support Engineer to work on Your service 

request based on your Federal Premium Support plan. If You are eligible for On-Demand access 
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but the caller does not make such a request or waives use of the specialized Support Engineer will 

not be routed to a specialized resource. 

Joint Technical Review (JTR) 

Joint Technical Review (“JTR”) is a customer-requested service (eligibility is based on the level 

of Federal Premium Support) where the You and Your designated SolarWinds expert perform a 

review of Your SolarWinds environment for detecting inefficiencies and optimization opportunities. 

Customers that need to schedule a JTR will request the service through a support case and their 

designated SolarWinds/Monalytic expert will work with the customer’s designated contacts to 

schedule the JTR session. 

On-Demand Maintenance Window Coverage 

On-Demand Maintenance Window Coverage is a proactive service where SolarWinds or 

Monalytic assigns a Support Engineer to be on standby during a customer’s maintenance window 

to assist with any issue that the customer may experience during the maintenance window. 

Customers with a Federal Premium Support Plan with On-Demand Maintenance Window 

Coverage and requiring maintenance window coverage must request the service through a 

support case or by phone. Upon request, SolarWinds or Monalytic will provide the contact 

information of the assigned support engineer for the maintenance window coverage who will work 

alongside the customer’s technical for up to ONE hour during the maintenance window. 

Customers requiring more than one hour of assisted maintenance window coverage should 

consider separately purchasing Monalytic deployment services. 

Federal Premium Support Service Hours 

• U.S. Business Hours 

o North America: 7am – 7pm (CST) Monday to Friday 

• After U.S. Business Hours 

o North America 7PM to 7AM (CST) Monday to Friday 

o 24 Hours during Weekends beginning 7PM (CST) Friday through midnight to 7AM 

Monday (CST) and U.S. Holidays 

Levels of Federal Premium Support 

Federal Premium Support is available at five different levels to meet a wide variety of customer 

needs. The details of each service level are shown in Table 1. The level of Federal Premium 

Support is reflected in your Order Form. You may elect to increase your level during a term, and 

SolarWinds or Monalytic (or your reseller) will prorate the fees from the effective date of such 
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increase through the end of your current support term. You may elect to decrease your Federal 

Premium Support, but no refund or adjustment will be provided. 

Term & Termination or Expiration 

• Term. Federal Premium Support starts: (a) on the day SolarWinds or Monalytic invoices 

You for Federal Premium Support, or (b) if You are purchasing Federal Premium Support 

through a reseller, the day SolarWinds or Monalytic notifies You in writing (including 

electronic communications) that Your order for Federal Premium Support has been 

processed, and ends on the date the Federal Premium Support expires unless sooner 

expired or terminated in accordance with this section (“Federal Premium Support Term”). 

• Expiration. Federal Premium Support will automatically expire without notice if You fail to 

maintain active maintenance and support for all applicable SolarWinds software licenses 

receiving Federal Premium Support or after the Federal Premium Support Term ends and 

is not renewed. For clarity, SolarWinds/Monalytic will continue to provide Federal Premium 

Support to all other applicable licenses that remain under active maintenance and support 

during the Federal Premium Support Term. 

• Termination. SolarWinds or Monalytic may terminate this Addendum as set forth in the 

Agreement . 

Exclusions 

Regarding Federal Premium Support, SolarWinds/Monalytic is not obligated to (a) provide any 

support other than what is offered under the Support Agreement and this Addendum; (b) perform 

Federal Premium Support if You fail to pay all fees when due or fails to perform its obligations 

under this Addendum; or (c) perform (i.e., take control of Your environment) onboarding on Your 

behalf. You acknowledge that Federal Premium Support does not include developing custom 

scripts, templates, or queries; analyzing or troubleshooting performance issues resulting from or 

related to third party products, such as SQL or OS performance issues; nor will SolarWinds take 

control of Your environment to perform full installations, configurations, migrations, or upgrades. 

SolarWinds will not go on-site to perform any support offered under this Addendum. 
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Table 1. Federal Premium Support Service Levels 

Category 
Federal Premium 
Support 1 

Federal Premium 
Support 2 

Federal Premium 
Support 3 

Federal Premium 
Support 4 

Federal Premium 
Support 5 

Provider SolarWinds SolarWinds SolarWinds Monalytic Monalytic 

Technical 
Support 

– 24×7 access 
to phone and 
web support 
– Software 
updates 
– Thwack 
community 
access 
– 1 hour 
response time 
for P1 cases 
– 8-hour 
response time 
for P2 cases 

– 24×7 access to 
phone and web 
support 
– Software 
updates 
– Thwack 
community 
access 
– 30 min 
response time for 
P1 cases 
– 4-hour 
response time for 
P2 cases 

– 24×7 access to 
phone and web 
support 
– Software 
updates 
– Thwack 
community 
access 
– 30-min 
response time for 
P1 cases 
– 2-hour response 
time for P2 cases 
– Skip-tier to L2 
– Named 
escalation 
manager (US-
Based) 

– 24×7 access to 
phone and web 
support 
– Software updates 
– Thwack 
community access 
– 30-min response 
time for P1 cases 
– 1-hour response 
time for P2 cases 
– Skip-tier to L2 
– Named escalation 
manager (US 
Citizen) 

– 24×7 access to 
phone and web 
support 
– Software 
updates 
– Thwack 
community 
access 
– 30-min 
response time for 
P1 cases 
– 1-hour response 
time for P2 cases 
– Skip-tier to L2 
– Named 
escalation 
manager (US 
Citizen with 
security 
clearance) 

Self-Help 
Services 

– Access to 
Customer 
Success 
Center 
– Knowledge 
Base articles 
– Best practice 

– Access to 
Customer 
Success Center 
– Knowledge 
Base articles 
– Best practice 
content 

– Access to 
Customer 
Success Center 
– Knowledge 
Base articles 
– Best practice 
content 

– Access to 
Customer 
Success Center 
– Knowledge 
Base articles 
– Best practice 
content 

– Access to 
Customer 
Success Center 
– Knowledge 
Base articles 
– Best practice 
content 
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Category 
Federal Premium 
Support 1 

Federal Premium 
Support 2 

Federal Premium 
Support 3 

Federal Premium 
Support 4 

Federal Premium 
Support 5 

content 
– Global search 
– Digital Health 
Checks 

– Global search 
– Digital Health 
Checks 

– Global search 
– Digital Health 
Checks 

– Global search 
– Digital Health 
Checks 

– Global search 
– Digital Health 
Checks 

Success 
Services 

– Up to 4 
Maintenance 
Window and 
upgrade 
assistance 

– Up to 6 
Maintenance 
Window and 
upgrade 
assistance 
– Trusted 
advisors 
– Expert-driven 
Health Checks 
– Proactive 
Engagement 

– Up to 8 
Maintenance 
Window and 
upgrade 
assistance 
– Trusted 
advisors 
– Expert-driven 
Health Checks 
– Proactive 
Engagement 
– Assigned 
Customer 
Success Manager 
(US-Based) 

– Up to 12 
Maintenance 
Window and 
upgrade 
assistance 
– Trusted 
advisors 
– Expert-driven 
Health Checks 
– Proactive 
Engagement 
– Assigned 
Customer 
Success 
Manager (US 
Citizen) 

– Up to 15 
Maintenance 
Window and 
upgrade 
assistance 
– Trusted 
advisors 
– Expert-driven 
Health Checks 
– Proactive 
Engagement 
– Assigned 
Customer 
Success 
Manager (US 
Citizen with 
security 
clearance) 

Federal 
Premium 
Services 

Team 

– Cases are 
worked by our 
Global Support 
Engineers on a 
24-hour basis 
– On-Demand 
Access to U.S. 
Based 
Engineers 

– Cases are 
worked by our 
U.S.-Based 
Engineers during 
U.S. business 
hours 
– On-Demand 
Access to US 
Based Engineers 

– Cases are 
worked by U.S. 
Citizen Engineers 
during U.S. 
business hours 
– On-Demand 
Access to U.S. 
Citizen Engineers 
on call after U.S. 

– Cases are 
worked by U.S. 
Citizen 
Engineers during 
U.S. business 
hours 
– Default access 
to U.S. Citizen 
Engineers on call 

– Cases are 
worked by US 
citizen engineers 
with DoD 
security 
clearance during 
U.S. business 
hours 
– On-demand 
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Category 
Federal Premium 
Support 1 

Federal Premium 
Support 2 

Federal Premium 
Support 3 

Federal Premium 
Support 4 

Federal Premium 
Support 5 

during U.S. 
business hours 

on call after U.S. 
business hours, 
holidays, and 
weekends 

business hours, 
holidays, and 
weekends 
– Up to 4 Joint 
Technical and 
Business Reviews 
per year 

after U.S. 
business hours, 
holidays, and 
weekends. 
– Up to 8 Joint 
Technical and 
Business 
Reviews per year 

access to US 
citizens with DoD 
security 
clearance after 
U.S. business 
hours, holidays, 
and weekends. 
– Up to 12 Joint 
Technical and 
Business 
Reviews per 
year 

 
Training 

and 
Certificati

on* 

– Virtual and 
In-person 
Classes 
– SolarWinds 
Academy 
classes 
– SolarWinds 
Certified 
Professional 
classes 

– Virtual and In-
person Classes 
– SolarWinds 
Academy 
classes 
– SolarWinds 
Certified 
Professional 
classes 

– Virtual and In-
person Classes 
– SolarWinds 
Academy classes 
– SolarWinds 
Certified 
Professional 
classes 

– Virtual and In-
person Classes 
– SolarWinds 
Academy 
classes 
– SolarWinds 
Certified 
Professional 
classes 

– Virtual and In-
person Classes 
– SolarWinds 
Academy 
classes 
– SolarWinds 
Certified 
Professional 
classes 

*Some courses are subject to additional fees
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Addendum C-4  Monalytic Deployment Addendum 
 

This Federal Deployment Addendum (“Addendum”) is governed by the SolarWinds Software 

Support and Maintenance Terms and Conditions under the SolarWinds End User License 

Agreement (the “EULA”, and collectively with the EULA, the “Support Terms”) and is entered into 

and agreed upon by and between you and your Affiliates (“Company” or “you”) and Monalytic, Inc., 

a wholly owned SolarWinds subsidiary (“Monalytic”). This Addendum is for deployment assistance 

as identified in your Order Form or invoice and is limited to the scope below based the level of 

service ordered (the “Deployment Services”). This Addendum shall be effective: (a) if Company is a 

direct customer, as of the Monalytic invoice date for the order containing Deployment Services or 

(b) if Company is an indirect customer, on the date of your welcome email from the Monalytic 

deployment manager inviting you to schedule your first call (as applicable, the “Effective Date”). 

Monalytic will perform (or may elect to subcontract) all services set forth in this addendum. 

All capitalized terms will have the meaning given to such terms in the Support Terms unless a 

different meaning is provided in this Addendum. The parties agree that the following terms shall 

apply to Your purchase of Deployment Services. If there is a conflict between this Addendum and 

the Support Terms, the Addendum shall control. 

1. Active Maintenance. Company agrees that Deployment Services are only available for the 

SolarWinds software products designated on the applicable quote. Company acknowledges 

that Monalytic will provide Deployment Services for Company’s licenses under an active 

maintenance and support plan only. 

2. Scope of Federal Deployment Services. Subject to the terms of the Support Terms, Monalytic 

will, during the Federal Deployment Term (defined in Section 4 below), provide Company with 

the following Deployment Services based on the package selected by You and reflected in your 

Order form or invoice. The three service packages are described below: 

Category 
Federal 
Deployment 
Services 1 

Federal Deployment 
Services 2 

Federal 
Deployment 
Services 3 

Total Allotted 
Hours (Up to) 

– 30 – 75 – 125 

Platform 
Planning 

– Up to 3 hours 
– Welcome Call 
– Use Case Review 
– Deployment 
Planning – Form 
– Deployment Project 
Plan 

– Up to 4 hours 
– Welcome Call 
– Use Case Review 
– Deployment Planning – 
Form 
– Deployment Project Plan 

– Up to 8 hours 
– Welcome Call 
– Use Case Review 
– Deployment Planning 
– Form 
– Deployment Project 
Plan 

https://www.solarwinds.com/-/media/solarwinds/swdcv2/legal/legal-documents/solarwinds-federal-deployment-addendum-final-8-2-22.ashx?rev=cfc3cd27668f44b7b6c7d9522464e9b5&hash=867240BCC6BBB94B1C55AB5E86E2A379
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Category 
Federal 
Deployment 
Services 1 

Federal Deployment 
Services 2 

Federal 
Deployment 
Services 3 

Platform 
Installation 

– Up to 3 hours 
– On-Premises 
Instance 
– Covers Install of 
Core Modules 

– Up to 6 hours 
– On-Premises or 
Cloud Based Instance 
– Covers Install of 
Core Module 
– Covers Install of 
Advanced Modules 
– Scalability Engines – 
Additional Polling 
Engines (APWE) or 
Additional Web Server 
(AWS) 

– Up to 10 hours 
– On-Premises or 
Cloud Based 
Instance 
– Covers Install of 
Core Module 
– Covers Install of 
Advanced Modules 
– Scalability Engines 
– APE 
– Scalability Engines 
– AWS 
– Scalability Engines 
– High Availability 
– Scalability Engines 
– Enterprise 
Operations Console 

Platform 
Configuratio
n 

– Up to 5 hours 
– SNMP & WMI 
Credentials 
Provisioning 
– Basic Web Portal 
Accounts 
– Node 
Discoveries 
– Node Import 
from Discoveries 

– Up to 12 hours 
– SNMP & WMI 
Credentials 
Provisioning 
– Basic Web Portal 
Accounts 
– Credential 
Integration w Active 
Directory or Azure 
– Node Discoveries 
– Node Import from 
Discoveries 
– Validate Database 
Maintenance Job 

– Up to 22 hours 
– SNMP & WMI 
Credentials 
Provisioning 
– Basic Web Portal 
Accounts 
– Credential 
Integration w Active 
Directory or Azure 
– Credential 
Integration via 
Security Assertion 
Markup Language 
(SAML) 
– Node Discoveries 
– Node Import from 
Discoveries 
– Validate Database 
Maintenance Job 
– TLS (Transport 
Layer Security) 
Configuration for 
SolarWinds 
Enterprise 
Operations Console 
or Web Console 

Observabilit
y & Alerts 

– Up to 14 hours 
– Groups & 
Dependencies 
– Maps 
– Custom 
Properties 

– Up to 43 hours 
– Groups & 
Dependencies 
– Maps 
– Custom Properties 
– Alerts 

– Up to 67 hours 
– Groups & 
Dependencies 
– Maps 
– Custom Properties 
– Alerts 
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Category 
Federal 
Deployment 
Services 1 

Federal Deployment 
Services 2 

Federal 
Deployment 
Services 3 

– Alerts 
– Reports 
– Dashboard 
Views with Up To 3 
Widgets 
– NetPath 
– PerfStack 
– UnDP 
– Manual Node 
Imports 

– Reports 
– Dashboard Views 
with Up To 3 Widgets 
– NetPath 
– PerfStack 
– UnDP 
– Manual Node 
Imports 
– Application 
Component Monitor 
Templates 

– Reports 
– Dashboard Views 
with Up To 3 
Widgets 
– NetPath 
– PerfStack 
– UnDP 
– Manual Node 
Imports 
– Application 
Component Monitor 
Templates 

Platform 
Training 

– Up to 3 hours 
– Working With 
Support & 
Escalations 
Overview Training 
– Thwack 
– SolarWinds 
Academy Virtual 
Classrooms* 
– Online Best 
Practices Articles 

– Up to 8 hours 
– Working With 
Support & Escalations 
Overview Training 
– Thwack 
– SolarWinds 
Academy Virtual 
Classrooms* 
– Online Best 
Practices Articles 
– Custom Hour-Long 
Virtual Training 
Session 

– Up to 15 hours 
– Working With 
Support & 
Escalations 
Overview Training 
– Thwack 
– SolarWinds 
Academy Virtual 
Classrooms* 
– Online Best 
Practices Articles 
– Custom Hour-Long 
Virtual Training 
Session 
– Virtual Hour-Long 
Product Training 
Session 

Journey 
Success 

– Up to 2 hours 
– Deployment 
Summary 
– Customer Survey 
– Optimization 
– Opportunities 
– Customer 
Success Manager 
(CSM) Hand-Off 
Call 

– Up to 2 hours 
– Deployment 
Summary 
– Customer Survey 
– Optimization 
– Opportunities 
– CSM Hand-Off Call 

– Up to 3 hours 
– Deployment 
Summary 
– Customer Survey 
– Optimization 
– Opportunities 
– CSM Hand-Off Call 

*Additional fees may apply for some classes and certification exams 

3. Company Obligations. Company is required to (a) make a competent representative available 

for the welcome call, which will be scheduled within five (5) days of the start of the Federal 

Deployment Term and have the required infrastructure, system requirements and adequately 

sized server as set forth in the Documentation available for software installation. 

4. Federal Deployment Term; Expiration; Termination. 
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4.1. Federal Deployment Term. Federal Deployment Services begins on the Effective Date 

and shall expire in accordance with Section 4.2 (“Expiration”) unless sooner terminated in 

accordance with the Support Terms (“Federal Deployment Term”). 

4.2. Expiration. The Deployment Services will automatically expire one hundred eighty(180) 

days after the Effective Date. Unused services will not carry over beyond the Federal 

Deployment Term or be subject to any refund. 

4.3. Termination. In addition, SolarWinds may also terminate this Addendum as set forth in the 

Support Terms. 

5. Exclusions. This Addendum does not include performing the deployment on Company’s 

behalf. Company acknowledges that this Addendum does not include developing custom 

scripts, templates or queries; analyzing or troubleshooting performance issues resulting from or 

related to third party products, such as SQL or OS performance issues; nor will SolarWinds 

take control of Company’s environment to perform full installations, configurations, migrations or 

upgrades. Monalytic will not go on-site to the Company to perform any support offered under 

this Addendum. 

 
 


